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Security Solutions

SQL 2008 Express Installation

This guide will walk through the steps necessary to install SQL 2008 Express.

B.A.S.I.S. versions 5.12 ### and above may require a database engine to be
installed prior to installing the B.A.S.1.S. application.

The SQL Express database engine will be installed manually in this guide.

An optional section will cover the manual configuration of the SQL Server
engine for a B.A.S.I.S. installation.
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Installation Checklist

Confirm PC meets current specifications

Confirm OS meets current specifications

Disk 2 will provide OS specifications automatically
Disk 2 contains some of the necessary prerequisites

Disk 2 will be used to install the SQL Management Tools after the
SQL database engine has been installed

Installation prerequisites-

Microsoft. Net Framework 3.5 SP1

Microsoft Windows Installer 4.5 or later

Microsoft Windows PowerShell 1.0 (Required for SQL Tools)
L Download all necessary prerequisites from MS download site
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Installation Checklist

O Install SQL 2008 Express database engine
0 SQL 2008 database engine found on Disk 1
0 SQL 2008 Express Management Tools found on Disk 2
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Insert Installation Disk 1 3 (&) Common

+ ) Common Files Folder

: + ) Commondpplata
Cancel auto run if necessary o ) ronte
) . . . + ) FrontDeskClickOnce
Navigate to Disk 1 using Windows # () GlobalAsserbyCarhe
+ () IISRootFolder
7 ” + [ ISSetupPrerequisites
Select “Temp” folder and open 5 [ KoskCickones
+ ) Lol 05, Services
+ ) Lol 03, YideoService — .
+ ) Lnl.OG.Web = 2 Temp
# (5 Lnl.oG WwebService + ) AppServerConfigTool
# [5) program files # I Crystal
# 5 System3z 4 |[Z) DatalncompatibilibyDetection
+ |7 DotMek3s
+ [ Windows + ) DEManaged
+ | INTEL
+ 10 Safefet

Select SQLExpress folder and open —— | & EIEEES
[ SLMativeClient
[ WCPPORURkime
[ WinPcap

1 WMEncoder

O
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= ) Temp
* [ AppIerverConfigTool

) Cryskal
[ DatalncompatibilicyDetection
=) DotMetss
[ D¥Managed
= IMTEL

1 Safeflet

= R e R

From the SQL Express

+ |1 SOLMativeClient
folder, select the % [ YCPPIRUNtime Lo
processor version of the s & W e
I |~ SOLEXPR_x64 EMU.exe
Operatlng SyStem ™| SQLEXPR_x86_EMU. exe

This example will use the
SQLEXPR_x86 ENU.exe

Double click to launch the
installation
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Missing components will be
detected

Microsoft SQL Server 2008 Setup

@ L Server 2008 Setup requires Micrasaft \MET Framewark. 2,0 SPZ ko be installed.

Download and install \WET Framewark From htkp: s microsoft, comfnet) and then rerun Setup,

Download and install if
necessary

Restart the installation routine to

continue
Microsoft SQL Server 2008 Setup
Each ad d Itl O n al m ISSI n g 3 |Setup requires Windows Installer 4.5 ar higher. You must download and install the latest wersion of Windows Installer.l
component will be detected

Correct as necessary
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%% SOL Server Installation Center

Hardware and Software Requirements

The Installation Center Utility

opens once all prerequisites |
have been met

Wigw the hardware and sofbware requirements.,

Security Documentation

% Wiew the security documentation,

Resources Orline Releass Notes
Advanced Wiew the latest information about the release.
Options ‘j‘ System Configuration Checker
i | anmeh 5 kanl bncharl Foe candibione Fhab nescvant & coeeaecfol SO0 Sarear inckallskion

%% SOL Server Installation Center

Launch a wizard to install SQL Server 2008 in a non-clustered environment or to add features to an

Installation existing SQL Server 2008 instance,

Maintenance
Mew SQL Server Fallower cluster inskallation

S e | e Ct b I n Stal I ati O n n \ Planning h Mews SGL Server stand-alone inskallation or add features to an existing installation

Launch a wizard to install a single-node SOL Server 2008 Failowver clusker,

| 11 N L " / i » ‘CTH‘ Add node ko a SQL Server Failover cluster
e eC eW e rve r R i Launch a wizard to add a node to an existing SQL Server 2008 Failover clusker.
Jptions
=% Upgrade from SQL Server 2000 or SOL Server 2005
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Setup Support __

% SOL Server 2008 Setup A=

Setup Support Rules

T e e R e R ke e R g
S T e R T
Setu p S u p p O rt R u |eS WI I | Sebup Support Rules identify problems that might occur when vou install SQL Server Setup suppart files, Failures must be corrected
k f before Setup can continue.
ta e a eW O e nts Setup Support Rules Cperation completed. Passed: 6. Falled 0, Warning 0. Skipped 0.

to Check the System [ ........................................... "I T T Y T T I T T
Wiew detailed report
All Failures must be /

corrected before
continuing

Select “Ok” to continue —

\[ aK

=l

Cancel Help
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Setup SUppOI’t % SQL Server 2008 Setup

Product Key

Specify the edition of SQL Server 2008 ta install.

Product Key Specify a free edition of SOL Server or provide a SQL Server product key to walidate this instance of SQL Server

. U T 2003, Enter the 25-character key from the Microsoft certificate of authenticity or product packaging, If wou
re u I re a rod u Ct ke ILERE B specify Enterprise Evaluation, the instance will be activated with a 180-day expiration. To upgrade from one
edition to anather edition, runthe Edition Upgrade Wizard.

Setup Support Files

SQL Standard does require
a product key

Click “Next” to continue = T o
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% SQL Server 2008 Setup

Setup Support

License Terms

Tao install SOL Server 2008, you must accept the Microsoft Software License Terms.

Product: Key ~

License Terms MICROSOFT SOFTWARE LICENSE TERMS
etup Suppork Files
e MICROSOFT SQL SERVER 2008 EXPRESS EDITION

These license terms are an agreement between Microsoft Corporation {or based on where you
live, one of its affiliates) and you. Please read them. They apply to the software named
above, which includes the media on which you received it, if any. The terms also apply to any
Microsoft
o updates,
111 ” *  supplements,

Select “I accept...

s Internet-based services, and
®  support services

for this software, unless other terms accompany those iterms, If so, those terms apply.

BY USING THE SOFTWARE, YOU ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM,

DO NOT USE THE SOFTWARE. i
A 9
Copy  Print

[T aceept the license terms.

Click “Next” to continue <o [ o)
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Setup Support

Click “Install” to continue ——

%5 SQL Server 2008 Setup

Setup Support Files

Click Install ko install Setup Support Files, To install or update SOL Server 2008, these Files are required,

Product Key The Following components are required For SQL Server Setup:
biEetpeckarms Feature Mame Status
Selupstpporkhies . Setup Support Files

l

m[ Inskall ” Caneel ]
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Setup Support % SQL Server 2008 Setup

Setup Support Rules

Setup Support Rules identify problems that might occur when you install SQL Server Setup support files. Failures must be cﬁrrected
before Setup can continue.

Setup Support Rules Operation completed, Passed: 9, Failed 0, ‘Warning 1. Skipped 1.

Any failed support rules " | ‘ ]

must be corrected

Installation Rules Yiew detailed report

Ready to Install

Installation Progress Rl S
Complete @ Fusion Active Template Library (ATL) Passed
U) Unsupported SQL Server products Passed
@ Performance counter registry hive consistency Passed
@ Previous releases of SQL Server 2008 Business Inteligence Develop... | Passed
@ Previous CTP installation Passed
T h e Wi n d OWS F I rewal I U) Consistency validation For SQL Server registry keys Passed
U) Computer domain controller Passed
S h O u I d b e tu rn e d Off U) Microsaft \MET Application Security Mok applicable
. . . (2 | Edition wowes platform Passed
during the installation T —
_{l-\ windows Firewall Warning |

Click “Next” to continue ey Loz JL o Lo
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Feature Selection % SOL Server 2008 Setup

Feature Selection

Seleck the Express Features ta install, For clustered installations, only Database Engine Services and Analysis Services can be’

. clustered, :
Select “Database Engine B
Setup Support Rules Features: Description:
. ” .
S e rVI C eS Leabunsbelection Instance Features Server features are instance-aware and
Treskar Fftgakion > Database Engine Services hawe their oA rggistry hives, They
Disk Space Requirements 1561 Server Replication support multiple instances on|a computer.

Shared Features

D a0L Client Connectivity SOK
Database Engine Configuration R edistributable Features

Error and Usage Reporting

Server Configuration

Installation Rules
Ready to Instal
Installation Pragress

Complete

Click “Next” to continue

Select Al l [ Unselect Al

Share i : Cti\Pragram FilesiMicrasaft SOL Servert, E]

[ Next > ]l[ cancel ][ Help ]
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Instance Configuration 5 SQL Serves 008 Sstup

Instance Configuration

Specify the name and instance ID For the SOL Server instance.

Setup Support: Rules (O Default instance
(et SElEdim (%) Mamed instance: SQLExpress
Instance Configuration
Disk Space Requirements
Server Configuration Instance ID: SQLExpress
Database Engine Configuration . -
Instance root directary: |C:\Pragram Files\Microsaft SGL Server), E
Error and Usage Reporting

Installation Rules

¥ 50L Server 2008 Setup

Ready to Install

“Default Inst !
Select “Default Instance taenaes | Tnstance Confiration
Specify the name and instance ID For the SQL Server instance.,
et
Setup Support Rules (%) Default instance
Feature Selection ) Named nstance:
Instance Configuration
Disk Space Requirements
Server Configuration Instance ID; [MSSQLSERVER.
Database Engine Configuration . T .
Instance root directory:  |C:\Program FilesiMicrosoft SOL Server', E]
Error and Usage Reparting
Click “Next” to continue
Ready ko Instal SQL Server direckory: Ci\Program FilesiMicrosoft SQL ServeriMSS0QL10,MSSQLSERYER
Installation Progress
Installed instances:
Complete
Instance Features Edition Wersion Instance ID
< Back I [ Mext = ] I Cancel J I Help
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Disk Space Requirements

Review space requirement
summary

Click “Next” to continue ——

N /W stanleysecuritysolutions.com
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% SOL Server 2008 Setup

Disk Space Requirements

Setup Support Rules
Feature Selection

Instance Configuration

Disk Space Requirements

Server Configuration
Database Engine Configuration
Error and Usage Reporting
Installation Rules

Ready to Install

Installation Progress

Complete

Review the disk space summary for the SQL Server features you selected,

Disk Usage Summary;

= l’@ Drive C: 295 ME required, 110381 MB available
System Drive (C:4): 118 MB required
Shared Install Directory {C:\Program Files\Microsoft SQL Serveri ) 0 MB required
Instance Directory {C:\Program Files\Microsoft SQL Server\): 177 ME required

< Ba I Mext = I[ Cancel ” Help
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Server Configuration

SQL Server must connect
to an account name

Open the “Account Name”
dropdown

% SQL Server 2008 Setup

Server Configuration

Specify the configuration.

Setup Support Rules
Feature Selection
Instance Configuration
Disk Space Requirements
Database Engine Configuration
Error and Usage Reporting

Ready to Install
Installation Progress

Complete

Service Accounts | Collation |

Microsoft recommends that you use a separate account For each SQL Server service,

Startup Type

Service Account Mame assword

Automatic hd

SGL Server Database Engine | L4

Use the same account For all SOL Server services

These services will be configured automatically where possible to use a low privilege account, On some
older Windows versions the user will need to specify a low privilege account, For more information, click
Help.

| Setvice Account Name Passward Startup Type:
MT AUTHORITYILOCAL 5., Disabled w
< Back ] [ Mext = I [ Caniel l [ Help
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Server Configuration

From the dropdown select
“NT Authority\System”

\

Click “Next” to continue — |

2008 Setup

Server Configuration

Specify the canfiguration.

Setup Support Rules

Feature Selection

Instance Configuration

Server Configuration
Database Engine Configuration
Error and Usage Reparting
Installation Rules

Ready to Install

Installation Progress

Complete

Service Accounts | Collation |

Microsoft recommends that you use a separate account For each SOL Server service,

Account Marme Password

Startup Type

Service

tabase Engine Automnatic v

NT AUTHORITY
NT AUTHORITYSYSTEM ]

e account For all SQL Server services

These services will be configured automatically where possible to use a low privilege account, On some
older Windows versions the user will need to specify a low privilege account, For more information, click
Help.

| Service Account Mame Password Startup Type
NT AUTHORITYILOCAL 5.\, Disabled W
< Batl " Mext = ” Caneel ] [ Help
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Database Engine Configuration

2008 Setup

Database Engine Configuration

111 = y " Specify Database Engine authentication security mode, administrators and data directories,
Select “Mixed Mode” in the |
Au t h e n tl C ati O n M O d e \ :t:tzrseu:;:zi::les Account Provisioning | Data Directories | User Instances | FILESTREAM

. tanice Configuration Specify the authentication mode and administratars for the Database Engine.
WI n d OW Disk Space fAuthentication Mode

Server Configuration
Database Engine Configuration I\L
Error and Lsage Reparting

(%) Windows authentication mode

() Mixed Made (SCL Server authentication and Windows authentication)

Installation Rules Built-in SOL Server system administrator account

Ready to Install Enter password;

Installation Progress
d Confirm password:

Complete

Specify SOL Server administrators

| QL Server administrators
have unrestricted access ko
the Database Engine.

Add Current User ] I Add,.. I [ Remove ]

[ < Back ]| Mext = |[ Cancel H Help

N /W stanleysecuritysolutions.com

Training Services 0



Security Solutions

Database Engine Configuration

% SQL Server 2008 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directaries.

Enter a password for the SQL - .

Setup Support Rules Account Provisioning | Diata Directories | User Inskances | FILESTREAM

“SA” account
Specify the authentication mode and administrataors For the Database Engine.

Instance Configuration

Disk Space Requirements Buthertication Mode

Server Configuration

() Windows authentication mode

tabase Engine Configuration
o 9 (%) Mixed Mode {SCL Server authentication and Windows authentication)
Error and U= arking
Installation Rules Built-in SQL Server system administrator account

Ready to Install Enter password: sasens

Installation Progress T
= Corfirm password:  |sessss|

Complete

Specify SOL Server administrators

SQL requires a Windows User

have unrestricted access to

ACCOU nt Wlth SQ L the Database Engine.
Administrator permissions

= ———
[Add CWH Add... ][ Remaove ]
| b—

[ < Back ” Mext = H Cancel H Help

Click “Add” to searchfora
Windows User Account
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Database Engine Configuration | preses e T

Database Engine Configuration

Specify Database Engine authentication security mode, administratars and data directories.

P RoTRRg Ry Accoun Provisioning | Data Directories | User Instances | FILESTREAM
Feature Selection = _

Click “Advanced” to PR -1 7%/

Disk Space Requirements | Gelact this obisct type:

. . Server Configuration [ : - S R — l:
S e arC h fo r an eX I Stl n g B dhoee et ot FUsersh.GrlouDS. o.r Buil-in security principals DbjetTypess:
Rt e e Tam this location:

WI n d OWS U Se r Installation Rules ottt @

Ready to Install Enter the object names to select [examples):

Account

Complete
\“ Cancel S0L Server administrators

have unrestricted access to
the Database Engine.
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Database Engine Configuration 3 2% ™.
:

Select thiz object tupe:

Cl iC k b F I n d N OW” i Uszers, Groups, or Built-in security principals
\ FTr;r;::Trul;;ast I: :1 3

Cammon }
Windows User Accounts will be \ ==

shown - a

—

&

Select the required SQL Admin
account

0k ][ Cancel ]

Mame [RDM] In Folder -~
ﬂ Ludministrator TRAIMINGSSS-... B
i) HalM M -

= €5 ANONYMOU... =
ﬁ.ﬂ.ulhenlicated...
mBackup Oper... TRAIMINGSSS-..

This example will use the GesToH

.. €7 CREATOR G...
Administrator Account ggmm._.

i gEveryone L
. hd
[R5 [Guest THAIMINGS55- I
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Database Engine Configuration

Select Users or Groups ﬂ Lﬂ

Select thiz object type:

Users, Groups, or Built-in security principals Ohject Types...

Fram this location:

Click “Ok” to continue i

Cormmon Gueries

@'II

Mame [ROM] It Falder i
ﬁ A dmiriztrator TRAIMINGSSS-...

ﬁﬁdministrators TRAINIMGSSS-..

5 ANONYMOU...

ﬁ»’-‘«uthenticated...

ﬁBackup Oper...  TRAIMIMGSSS- .

€ EBATCH

€L CREATOR G...

CHCREATOR O...

€L DIALUP

ﬁ Evervone

£ Guest TRAININGSSS-... 5
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Database Engine Configuration

Select Users or, Groups @E

Select thiz object type:

Users, Groups, or Builtin security principals Object Types...

From thiz location:

. [_Obiect Types...|

Review the account selected

TRAININGSS5-114
| Cheek Names |

L Enter the object names o select [examples]:
: 7 ” : TRAIMIMGSSS-11 4%Adminiztator] Check M
Click “Ok” to continue | | ook ames

e
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Database Engine Configuration

3% SQL Server 2008 Setup

Database Engine Configuration

Specify Database Engine authentication security made, administrators and data directaories.

Setup Suppart Rules Account Provisioning | Data Directories | User Instances | FILESTREAM
Feature Selection

C O n fi r m C O r re Ct Instance Configuration

Disk Space Requirements Authentication Made

Wi n d OWS U S e r Sy () Windows authentication mods

Database Engine Configuration =
I e g (%) Mixed Mode (SQL Server authentication and ‘Windows authentication)

Errar and Usage Reparting
ACC O u nt h aS b e e n Inetallation Rules Builk-in SQL Server system administrator account
Ready to Instal Enter password: | sessss
selected

Specify the authentication mode and administratars For the Database Engine.

tallation Progress T
J Carfirm password: | eessss

Complete

Specify SQL Server administrators

rakor (Administrator) SGL Server administrakors
have unrestricted access to
the Diakabase Engine,

Click “Next” to continue

&dd Current User l | add... | [ Remove l

Mext = ]I Cancel H Help
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Error and Usage Reporting

r 2008 Setup

Error and Usage Reporting

Help Microsoft improve SOL Server Features and services,

Setup Support Rules Specify the information that you would like to automatically send to Microsoft to improve future releases of SQL
D I echi Server, These settings are optional. Microsoft treats this information as confidential, Microsoft may provide
ese eCt e rro r m essag e Featire Selection updates though Microsoft Update to modify Feature usage data, These updates might be downloaded and
Instance Configuration installed on your machine automatically, depending on your Automatic Update settings.

re p O rti n g Disk Space Requirements

Server Configuration

Yiew the Microsoft policy for SOL Server privacy and data collection.

Database Engine Configuration

Error and Usage Reporting Read more about Microsoft Update and &ubomatic Update,

Send Windows and SOL Server Ervor Reports to Microsoft or your corporate report server, This setting only
applies to services that run without user interaction.

Send feature usage data to Microsoft, Feature usage data includes information about wour hardware
configuration and how vou use Microsoft software and services,

Click “Next” to continue

< Back. “ Mext = J[ Cancel H Help
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Installation Rules

W SQL Server 2008 Setup

Installation Rules

Setup is running rules to determine if the installation process will be blocked. For more information, click Help.

Reviewsetuprules———mm————
Setup Suppark Rules Operation completed, Passed: 8. Faled 0. Warning 0. Skipped 4.

Feature Selection [ T ]

Instance Configuration

Disk Space Requirements Shaw details >

Server Configuration iew detailed report
M Database Engine Configuration
All failures must be corrected

Ready ko Install

Installation Progress

Complete

Click “Next” to continue

< Back ” Mext = ” Cancel ” Help
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Ready to Install

r 2008 Setup

Ready to Install

‘erify the SGL Server 2008 Features to be installed,

Setup Suppart Rules Ready toinstall SOL Server 2008:
Feature Selection =1 Summary ]
Instance Configuration Edition: Express
Disk Space Requirements Action: Install {Slipstream)

- . =i General Configuration
Server Configuration .

=I Features

Database Engine Configuration Dakabase Engine Services
Error and Usage Feporting =1 Instance configuration
Installation Rules Instance Mame: M35CQLSERVER

Instance ID: MSSOLSERYER.
(=l Instance IDs
SGL Database Engine: MSS0LL0,MSSOLSERYER,
Complete Inskance Direckary: C\Program Files\Microsoft SOL Server|
= Shared component root directary

Click “Install” to begin SQL oty
engine installation

Installation Progress

Usage Reporting: False
Error Reporting: False
=1 Slipstream
PCU source directary: c\f46d6673bazb?e5603001 13404 PCUSOURCE
CU gource directary: undefined
|- Instance configuration

tion file path:

C:\Program FilES'l‘Mi[rDSD rver' 1 004 Setup BootstrapilLogh 20101 206153908\ onfigur ationFile.ini

L Install ][ Cancel H Help
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Installation Progress | SEE=En

Installation Progress

Setup Support Rules Running post-Wwindows Installer configuration kiming actions,

Feature Selection I I

Tnstance Configuration SalEngineCreateGroupConfighction_install_confignonre_Cpu32
Disk Space Requirements

Server Configuration
Database Engine Configuration v SQL Server 2008 Setup
Error and Lisage Reporting
Tnstallation Rules Installation Progress
Reeady to Install

Installation Progress

Complete

Setup Suppart Rules Setup process complete

Feature Selection [

Instance Configuration

Disk Space Requirements

B # Feature Mame Skatus
Server Configuration A y =
'_Q Database Engine Services Success
Database Engine Configuration

Error and Usage Reporting
Installation Rules
Ready ko Install

Complete

Click “Next” to continue —— — |

I Mext = | Cancel Help
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Complete

Complete

‘four SQL Server 2008 installation completed successfully,

Setup Support Rules Summary log file has been saved to the Following location:
Feature Selection CiiProgram FilesiMicrosoft SOL Serveri100\Setup Bookstrapilog20101206 1533081Summary Training355-

Instance Configuration 114 2001208 153908.bxt

Disk Space Requirements Information about the Setup operation or possible next steps:
Server Configuration

@ ‘four SCL Server 2008 installation completed successfully,

Database Engine Configuration

Error and Usage Reporting
Installation Rules
Ready ta Install

Installation Progress

Click “Close” to exit the
installation routine

INE ToNoWINg NOCes appry CO CNIS FEIeasEe ar UL Derver onky. s

Microsoft Update

For information about how to use Microsoft Update to identify updates For SQL Server 2008, see the Microsoft
Update Web site <http:ffgo.microsoft,comffwlink?LinkId=108409= at http://go.microsoft, comfulink?LinkId=
9,

Reporting Service:

The Reporting Services installation o that you specified in Setup determine whether additional configuration
is required befare vou can access the repor] . If vou installed the default configuration, the repart server %

| Close | Help
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% SOL Server Installation Center

- 11 ” Flanning BLskan
C I C X to C OS e Installation sall Launch a wizard to install SQL Server 2008 in a non-clustered environment or ko add Features ko an
existing SQL Server 2008 instance.
1 1 / Maintenance
th e I n Stal | atl O n o Mew SOL Server Failover cluster installation
oals
h Launch a wizard to install a single-node SQL Server 2005 Failover cluster.
N Resources
u tl Ity Adiacad v (.-I'I Add node to a SQL Server Falover cluster
¥ Launch & wizard to add a node ko an existing SQL Server 2008 Failover cluster.
Options
Upgrade from SQL Server 2000 or SQL Server 2005
Launch a wizard to upgrade SOL Server 2000 or SOL Server 2005 ka SOL Server 2003, Befare wou
upgrade, vou shauld run the Upgrade Advisar to detect potential problems.
=" Search for product updates
Search Microsoft Update for SQL Server 2008 produck updates,
“?.;;:‘5 Microsafrs
< SQLServer2008

Continue to SQL Management Tools Installation

I W stanleysecuritysolutions.com
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SQL 2008 Express Management Tools
Installation

This section will walk through the steps necessary to install SQL 2008
Express Management Tools.

Install SQL 2008 Express database engine before tools
SQL 2008 Express Management Tools found on Disk 2
MS .Net Framework 3.5 SP1 is required for SQL Tools Installation

Microsoft PowerShell is required for SQL 2008 Management
Tools; download from Microsoft Download site

Install Microsoft PowerShell before installing SQL 2008 Express
Management Tools

U OO0 DO

U
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Insert Disk 2 and navigate to the
prerequisites section

Select SQL 2008 Express from
the list

SQL instruction screen opens

This utility will install a new
instance of SQL 2008
Express that includes the
management tools for the
database

|Micr050ft SQL Server 2008 Express

Microsoft SQL Server 2008 Express installations (for 32 and 64-bit systems) are available on the product installation disc,
To install SQL Server 2008 Express, remove this supplermental disc, insert the product installation disc, then navigate

to ATemphSQLExpressy, where the SQL Server 2008 Express installation files are located. The .bat files located in this
directory can be used to automate the installation of Microsoft SQL Server 2008 Express. Before running the

appropriate bat file, be sure to edit the file and replace the value for SAPWD with the SQL Server sa password which must
conform to the strong password guidelines on Microsoft's Web site: http://support.microsoft.com/b/965523,

SQL Server Management Studio is required if you intend to use Database Authentication or Windows single sign-on. Once
you have SQL Server 2008 Express installed, use the following instructions to install the SQL Server management Studia,
Mote: wWindows PowerShell is a required prerequisite for the SQL Server Management Tools, Windows PowerShell can be

downloaded from the Microsoft Web site: http:/ftechnet.microsoft.comsen-us/scripteenter/powershell. aspsx,

Installing SQL Server Management Toals

1. From the link below, run:
- 5QLManagermentStudio_x86_EMU.exe for 32-bit systems or
- SQLManagermentStudio_x64_EMU.exe for 64-bit systems,

2. Click Installation, then click New SQL Server stand-alone installation or add features to an existing installation.

3. The Setup Support Rules window will identify potential problerns that might oceur during installation. vou must correct

N /W stanleysecuritysolutions.com
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Scroll to the bottom of the
screen and select the
link to the installation
folder on Disk 2

Click “Prerequisite...” link ——————

Microsoft SQL Server 2008 Express

Microsoft SQL Server 2008 Express installations (for 32 and 64-bit systerns) are available on the product installation disc. To install SQL Sery
installation disc, then navigate to \Temp\SQLExpress\ where the SQL Server 2008 Express installation files are located. The \bat files locate:
Server 2008 Express, Before running the appropriate \bat file, be sure to edit the file and replace the value for SAPWD with the SQL Server:
Microsoft's Web site: http://support.microsoft.com/kb/965823,

SQL Server Management Studio is required if you intend to use Datasbase Authentication or Windows single sign-on. Once you have SOQL Ser
Server management Studio,

Mote: Windows PowerShell is a required prerequisite for the SQL Server Management Tools, Windows PowerShell can be downloaded from th
us/scriptcenter/powershell aspx.,

Installing SQL Server Management Toaols

1. Fram the link below, run:
- SQLManagementStudio_x86_ENU.exe for 32-bit systems or
- SQLManagementStudio_x64_ENU.exe for 64-bit systems,

2, Click Installation, then click New SQL Server stand-alone installation or add features to an existing installation,
3. The Setup Support Rules window will identify potential problems that might occur during installation. You must correct any failures before ¢
4. In the Setup Support Files window, click [Install].

5, After the setup files have been installed, the Setup Support Rules will run again to identify potential issues. You must resolve any failures |
click [Next].

6. In the Installation Type window, select Perform a new installation of SQL Server 2008 and click [Next].
7. In the Product Key window, click [Next],
. In the License Terms window:
a. If you agree with the license terms, select I accept the license terms.
b. Click [Next],
9. In the Feature Selection window, select Management Tools - Basic and dlick [Next].
10. Review the Disk Space Requirements informnation and click [MNext] if you have sufficient space.
11. In the Error and Usage Report Settings window, deselect both options. Click [Next],
12. The Installation Rules window will determine if there are any barriers to the installation process, If there are no failures, click [Next].
13. In the Ready to Install window, click [Install] to beqin the installation,
14, After all installation progress has completed, click [Next],

15. In the Complete window, click [Close].
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Select correct OS processer e N -
version of SQL il =i T T

Address |3 C\Dacuments and Settings'administratorDeskkopiSupp_Mat_Reva\Prerequisite Software\Microsoft SQL Server 2008 Exprass v a Go

SCLManagementStudio_xé4_, ., SCLManagementStudio _x86_,..
Microsoft SCL Server 2008 Ma, ., Microsoft SQL Server 2008 Ma, ..
Micrasoft Corporation Microsoft Carporation

This example will use the x86
version

Double click file to begin the
Installation
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Missing components will be detected (T

@ SGQL Server 2005 Setup requires Microsoft (MET Framework 3.5 SP1 to be installed.

Download and install if necessary

Download and install .MET Framework From http:f fwwe microsoft, comfnet) and then rerun Setup,

Restart the installation routine to
continue

Each additional missing component
will be detected

Correct as necessary
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The Installation Center Utility
opens once all prerequisites
have been met

Select “Installation”

Select “New SQL Server.....”

Training Services

%% SQL Server Installation Center

Planning

Installation

Maintenance

Tools

Resources

Advances

Options
Flanning

/' Maintenance

Tools

Resources

% Mikrosofts
< SQLServer2008

Yiew the hardware and software requirements,

He Security Documentation

Yiew the security documentation,

Hardware and Software Requirements

Online Releass Notes

Mew SQL Server stand-alone installation or add features to an existing installation

Launch a wizard to install SQL Server 2008 in a non-clustered environment or to add features to an
existing SQL Server 2005 instance,

Mew SQL Server Failover cluster installation
Launch a wizard to install a single-node SQL Server 2008 Failover cluster,

Add node to & SQL Server Failover cluster
Launch & wizard to add a node to an existing SQL Server 2008 Failover cluster,

Upgrade from SQL Server 2000 or SQL Server 2005

Launch & wizard to upgrade SQL Server 2000 or SQL Server 2005 to SOQL Server 2008, Eefore you
upgrade, you should run the Upgrade Advisor to detect potential problems,

Search for product updates
Search Microsoft Update For SQL Server 2008 product updates,

37
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Setup Support %% SOL Server 2008 Setup

Setup Support Rules

SR s e s

Setup Support Rules identify problems that might occur when vou install SQL Server Setup suppoark files, Failures must be corrected
before Setup can cantinue.

S t S -t R | 'Il Operation completed. Passed: 6, Failed 0. Warning 0. Skipped 0.
etup Support Rules wi | |

take a few moments (v > =y
to check the system

All Failures must be
corrected before
continuing

Select “Ok” to continue
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Setup Support %% SOL Server 2008 Setup

Setup Support Files

Click. Install to install Setup Support files. To install or update SGL Server 2008, these files are required.

Setup Support Files The following components are required For SQL Server Setup:

Feature Mame Skatus

. Setup Support Files

Click “Install” to continue —

= Back Install | Cancel

I W stanleysecuritysolutions.com
Training Services >



Security Solutions

% SOL Server 2008 Setup

Setup Support

Setup Support Rules

before Setup can continue,

Setup Support Rules

Missing components will be
detected

Installation Tvpe
Product Key

License Terms

Feature Selection

Disk Space Requirements

Error and Usage Reporting

All failures must be corrected
before continuing

Instalation Rules
Ready to Instal

Installation Progress

Restart the installation routine to
continue once the failures
have been corrected

Setup Support Rules identify problems that might occur when vou install SQL Server Setup support Files. E

Operation completed, Passed: 8, Faled 1. Warning 1. Skipped 1.
[ i |
Wiew detailed report:

Rule Skatus
| _4? :Fusmn Active Template Library (aTL) Passed
| j .Unsuppnrted S0L Server products Passed
| _4? .Performance counker registry hive consistency Passed
| j Previous releases of SQL Server 2008 Business Inteligence Develop... | Passed
| _4? .Previous CTP installation Passed
| j .Consistency validation Far SQL Server registry keys Passed
| j .Computer domain controller Passed
| _d? .MicrosoFt \MET aApplication Security Mot applicable
@ | Edtion Wowes platForm Passed
| é ‘Windows PawerShell Eailed
|1\ [windows Firewall Warning

< Back Blext = Cancel Help

Each additional missing
component will be detected

Correct as necessary (X

Rule Check Result

Rule "windows PowerShel" Failed.

Windows PowerShell is not installed. To continue, please install Windows PowerShell.
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Setup Support # SQL Server 2008 Setup

Setup Support Rules

Setup Support Rules identify problems that might occur when vou install SQL Server Setup support files, Failures must be coFrectgﬂ” S
befare Setup can continue.

Setup Support Rules Operation completed, Passed: 2. Failed 0. Warning 1. Skipped 1,

Setup support will look for e |
- . License Terms Hide details <= Re-run
ad d Itl O n al I SS u eS Feature Selection Wiew detailed report

Disk Space Requirements

Error and Usage Reporting Rule Status

Q Fusion Active Template Library (ATL) Passed

H Installation Rules
I t IS re CO m m e n d e d to tu rn Ready ta Install Q .Unsupported SGL Server products Passed

Installation Progress 3 Performance counter registry hive consistency Passed

Off th e Wi n d OWS F i rewal I Griggeis Q .Prewous releases of SOL Server 2008 Business Inteligence Develop... | Passed
during this installation to \ - +

aV O | d C O nﬂ | Ct S (2 | computer domain contraller Passed

:Q Consistency walidation For SQL Server reqgistry keys Passed

(2 | Micrasoft \NET Application Securicy Mot applicable
] Edtion wowes platfarm Passed
T h W' d F H | | | (B | windows Powershel Passed
e INAOWS FIrewall may T —

be re-enabled once the
installation is complete PN s e

Click “Next” to continue
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I nStaI |at| O n Type % SOL Server 2008 Setup

Installation Type

Perform a new installation or add features to an existing instance of SQL Server 2008,

Sefup Support Rules | (3 Perform & new installation of SQL Server 2008
1T . . / () Add Features ta an existing instance of SQL Server 2008
Select “Perform a new installation

License Terms

Of S L S e rve r 2 0 O 8 ” Feature Selection Installed instances:
Disk Space Requirements

Instance . o
Features ‘ersion Edition
Error and Usage Reporting Hame
Installation Rules MSSOLSERVER. SOLEngine 10,1,2531.0 |Express

Ready to Install
Installation Progress

Complete

= Back H MNext = I[ Cancel H Help
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Product Key % SQL Server 2008 Setup

Product Key

Specify the edition of SGL Server 2003 to install,

Setup Support Rules Specify a free edition of SCL Server or provide a SQL Server product key to validate this instance of SQL Server
Xp re SS O e S n O Installation T 2008, Enter the 25-characker key from the Microsoft certificate of authenticity or product packaging. IF you
e SRS specify Enterprise Evaluation, the instance will be activated with a 180-day expiration. To upgrade from one
. Product Ke: edition ko another edition, run the Edition Upgrade Wizard,
require a product key

Feature Selection

Disk. Space Requirements

Errar and Usage Reporting

Installation Rules

Ready to Install

Installation Progress

SQL Standard does require
a product key

[ <Back.l Nest > [ canesl |[ hep

Click “Next” to continue
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License Terms

License Terms

Tao install SQL Server 2008, wou must accept the Microsoft Software License Terms.

Setup Suppart Rules A

: MICROSOFT SOFTWARE LICENSE TERMS
Installation Type

Product Ke MICROSOFT SOL SERVER 2008 MANAGEMENT STUDIO EXPRESS

Fashire Selection These license terms are an agreement between Microsoft Corporation {or based on where you
live, one of its affiliates) and you. Please read them. They apply to the software named above,

which includes the media on which you received it, if any. The terms also apply to any
Error and Usage Reporting Microsoft

Disk Space Requirements

Installation Rules
Ready to Install * updates,
Installation Progress

* supplements,
Complete

Select “| acce pt P ” e Internet-based services, and

* support services
for this software, unless other terms accompany those items. If so, those terms apply.

BY USING THE SOFTWARE, YOU ACCEPT THESE TERMS. IF YOU DO NOT ACCEPT THEM,
DO NOT USE THE SOFTWARE.

b
2 g
Copy  Prink

| 1 accept the license terms,

Click “Next” to continue

[ uu.\j‘H Next = ]l[ Cancel H Help
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Feature Selection

Select “Management Tools”

Click “Next” to continue

2008 Setup

Feature Selection

Services can be clustered,

Setup Support Rules

Installation Type

Laignie

License Terms

Feature Selection

Disk. Space Reguirements
Error and Lsage Reparting
Installation Rules

Ready to Install
Installation Progress

Complete

Select the Express with Advanced Services features ko install. For clustered installations, only Database Engine Services and hnalysu

Featires:

oL ||Shared Features
’ Management Tools - Basic
SGL Client Connectivity SDK
Redistributable Features

Uniselect Al
B

shared Feature directary:

Description:

| Server Features are instance-aware and
have their own registry hives, They
support mulkiple instances on a computer,

[ <Eackj" Mext = ” Cancel H Help

Training Services

45

www_stanleysecuritysolutions.com



Security Solutions

Disk Space Requirements § saL server 2008 sup

Disk Space Requirements

Review the disk space summary For the S0L Server features vou selected,

Setup Suppart Rules Disk Usage Summarsy:

. . 5 -
R eVl eW d |S k S ace Installation Type = (2 Drive C: 881 MB required, 111960 MB available

Product Key System Drive {C:\): 488 ME required
License Terms Shared Install Directory (c:\Program Files\Microsoft SQL Serverl): 393 MBE required

re q U I re m e n tS Feature Selection

Disk Space Requirements

Errar and Usage Reparting
Installation Rules

Ready to Install
Installation Progress

Complete

Click “Next’ to continue \

[ < Back _”[ Mesxt = I[ Cancel H Help
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Error and Usage Reporting

Error and Usage Reporting

Help Microsoft improve SGL Server Features and services,

Setup Suppaort Rules Specify the information that you would like to automatically send bo Microsoft to improve future releases of SOL

D eS e I e Ct e r ro r m eSS a e 5 Server, These settings are optional, Microsoft treats this information as confidential, Microsoft may provide
Installation Type updates though Microsoft Update to modify Feature usage data. These updates might be downloaded and
Product Key installed on wour machine automatically, depending on your Automatic Update settings,

reporting

Feature Selection - e : " <
‘iew the Microsoft policy For SQL Server privacy and data collection,

Disk Space Requirements

Error and Usage Reporting I Read more about Microsoft Update and Automatic Update,

llation Rules

Ready ko Instal
Installation Progress I: Sent_:l Wlndows_ and 5L Server Error Reports to_M\crosoFt or your corporate report server, This setting only
i applies to services that run without user inkeraction,

ete

Send feature usage data to Microsoft, Feature usage data includes information about your hardware
configuration and how you use Microsoft saftware and services.

Click “Next” to continue ———

< Back ﬂ Mexk = ” Cancel H Help
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Installation Rules

Review setup rules ——— |

All failures must be corrected

Click “Next” to continue\

%% SOL Sarver 2008 Setup

Installation Rules

Setup is running rules to determine if the installation process will be blocked. For maore information, click Help.

Setup Support Rules

Installation Type

Product key

License Terms

Feature Selzction

Disk. Space Requirements
Errar and Usage Repoarting
Ready to Install
Installation Progress

Complete

Operation completed, Passed: 9, Failed 0. Warning 0. Skipped 3,

Show details ==

Wiew detailed report

< Back ] I

Mext = ” Cancel I[ Help
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Ready to Install

§% SOL Server 2008 Setup

Ready to Install

‘erify the SQL Server 2008 features ko be installed.

Setup Support Rules Ready toinstall SQL Server 2008
Installation Type = Summary
Product Key Edition: Express with Advanced Services

License Terms
Feature Selection
Disk Space Requirements

Error and Usage Reporting

Action: Install
= General Configuration

[=)Features
Management Tools - Basic
1=~ Inskance configuration

Installation Rules Instance Directory: CiiProgram FilesiMicrosoft SOL Server)
[=}- Shared component root directory
Ready to Install
_ Shared feature directory: c:\Program Files\Microsoft SQL Server!
Installation Progress - Error and Usage Reporting
Complete Usage Reporting: False

Click “Install” to continue

Configuration file path:

'.C:'I,Program FiIéé\MicrosoFt SOL Server) 100158l okstrapilogh20110131_111513\ConfigurationFile.ini

< Back ][ Install J[ Cancel H Help
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Installation Progress 5850 Servr 2008 S

Installation Progress

Setup Support Rules Setup process complete

Product Key

License Tefms EEaburehiine Status

Feature Selection p—
{24 | Management Tools - Basic SUCCESS
Disk Space Requirements

Errar and Usage Reporting
Installation Rules

Ready to Install

1 11 1] -
Click “Next” to continue

\

|[ Mext = ]” Cancel H Help
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Complete

Click “ Close” to complete
installation

SQL Management Tools have
now been installed

Navigate to SQL Express 2008
to confirm Management
Tools have been installed

% SQL Server 2008 Setup

Complete

Your SOL Server 2008 installation completed successfully,

Setup Support Rules
Installation Type

Product Key

License Terms

Feature Selection

Disk Space Requirements
Error and Usage Reporting

Installation

Summary Iog File has been saved ta the Following lacation:

Ci\Program Files\Microsoft SOL Serverl100\Setup Bootstrapilogi20110131 1115130Summary Training555-
102 20110131 111513 kxt

Information about the Setup operation or possible next steps:

gﬁ ‘four SOL Server 2008 installation completed successfully,

Supplemental Infarmation:

nokes apply to this release of SQL Server only. A
Microsoft Update
For information about how ba

Update Web site <http:/fgo.micro:
105409,

Microsoft Update to identify updates Far SQL Server 2008, see the Microsaft
carn/Frlink/?LinkId=108409= at http:/fgq.microsoft. comjfwlinkf?LinkId=

Reporking Services

The Reporting Services installation options that you specifie
i )

wivad heFrra um mamoseeace

tup determine whether additional configuration
Fied v

s imekallamNbe daFanlk -anFioo
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@/ Set Program Access and Defaulks

Navigate to SQL 2008

,lﬂ Configuration Tools
3 Jﬂ Inktegration Services »
4 Tmport and Export Data (32-bit)
N anagernent Studio

rrrrrr

Select “SQL Server
Management Studio”
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The connect to server e
. Connect~ &3
dialogue box opens
Windows Authentication
will be the default
connection method = )% ] (o

click “Connect” to continue
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F Microsoft SQL Server Management Studio

File Edit View Tools ‘Window  Community  Help

HmMewquery [y (Y 5 A

SQL instance will be displayed | e
1 11 H 7] Connect~ | 2] 3] = ;
In the ObJeCt Explorer =8 TF!.AII'I:ES—IIZIE F55L Server 10.0,2531 - 1RA
- [ Databases
window © Ca sery

[ Server Objects
[ Replication
[ Management

This indicates a successful
connection using the SQL
Management Tools

Exit and continue with the
system configuration
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SQL Server Configuration (Optional)

This section will go through the steps of configuring the database engine
manually.

A Standard SQL Server installation requires several configuration steps prior
to the installation of the Basis software.

SQL Express may be configured manually if necessary
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Configuration steps

«Create the Access Control database

«Create a login account for Lenel

*Assign database permissions to Lenel with an SQL query
*Adjust maximum CPU memory available to SQL Server

*Adjust database log file capacity
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Create the database

Navigate to SQL Server 2008

Open “SQL Server Management
Studio”

@ Set Program Access and Defaults

\‘:} Windows Catalog
% Windomws Update

,lj Configuration Tools »
] Accessories 4 ,lj Inkegration Services b
4 Jj Skartup b L Import and Export Data (32-bit)
, [ﬁ Inkernet Explorer .'v: S0L Server Management Studio

2 Pli v el FF Samwi ik B

|ﬂ-f Microsaft SQL Server 2005
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:Q__Neruery |:[, I:':g = i= 2
Ohjeck Ex_|:i‘\0ri_er

Log into SQL Management T
Studio ’

o s F} gcéngerverzoos
authentication

OR

SQL authentication

Click “Connect” to continue
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% Microsoft 5QL Server Management Studio

Expand Object Explorer

nnnnnnnn

Right Click on “Databases”

rrrrrr

RRRRRRR

Select ‘New Database’ from —1 | =
the option menu

= [
z

RRRRR
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Select “Database name” —— = [fe
" Flegiouns \ |
<defaulty [.]
Name the new database
AccessControl
The database name must be ; = |
entered exactly as shown
Set Data size to 50mb pu—
Set Log size to 10mb ‘ ;
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E New Database

- 5 seipt |74 Hel
A General o seret - g Hel

The size of the log file must be )
configured to overwrite as

()
D atabase files:
Logical Name  File Type  Filegroup Initial Size [MB] | Autograwth
d d AccessContiol  Rows . FRIMARY 50 By 1 MB, unrestricted growth
n e e e AccezsCantr Log Mot Applicable 10 By 10 percent L, Lrest tricted growth

Scroll to the right until a option

button appears to the right of _—
“By 10 percent, " |

2 Wiew connection properties
-----
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§ New Database

& Ganeral ; Script = Lj Help
2 Options
2 Filegroups D atabase name: AccessControl
= 13 = 1] Owner:
Click on the “Option” button

<defaulty

()
-
to active a menu

D atabase: files:

ST are—n Iritial Size [MB) | Autogrowth Path
AccessControl 3 80 z Buniesticted giowth [...) e\Program A
AccessContr.. dlicable 10

By 10 percent, unrestricted growtp c:\Program A

Server

TRAININGS55-102

Connectior:
TRAININGSS5-102%8 dministratar

2 Yiew connection properties

Ready £ |
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Select “Restricted File
Growth” radio button

|
7] Enable Autogiowth
®

File Growith e name: AccezsControl

@ InPercent [ | <delaul m

O InMegabstes
(1 3] . .
Enter as o
\ ) Flestricted File Growth (M) | N | Iniial Size [MB Faih

2 ] Autogrowth "

. sControl 3 500 By 1 MB. unresticted giowith c\Program F

S u e Ste d I 0 fl | e © Urnresticted File Growih sConn.. dlicatle 10 By 10 percent, nrestricted moth iPragram B
Capacrty E Change Autogrowth for AccessControl_log @

Enable Autagrowth

eeeeee
TRAININGSS5-10.

File Growth

Connection;
TRAININGS55-102% dministrator

0%

Click “Ok” to continue

F awirmum File Size

(*) Resticted File Growth [MB) T 2048 %

Unresticted File Growth
[ K l [ Cancel
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F New Database

= 8 Seipt + [ Help
Select “Options” from the select a/ oo o
1. L | Dwre <defaulty E]
page panel on the left side of °
the Screen DLZ:::TE = File Tope  Filegroup Initial Size (ME] | Autogrowth
Accessl Contral ~ Rows ... FRIMARY a0 By 1 MEB, unresticted growth
AccessContr..  Log Mot Applicable 10 By 10 percent, restricted growth ..
This will open the option setup
screens for the database
TRAININGSS5-102
Eamred‘l:rl»lluﬁnéss-1D2\Admimsl|ator
24 View connection properties
Feady < >
Add
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¥ New Database

Confirm the “Recovery Model”
. . y \ Sels 5 et~ 74 Help
IS set to Simple i)

Coll=tre <server default> ~

Compatibilty level

Dther options

o124

E Automatic ~
Auto Close Fals=
Auto Create Statistics Te

Open the “Compatibility Level”

E NewDatabase

drop down and select “SQL N n
g Q )

Colation <setver defaul> ~
S b K ;
erver S} oo -
Server :
TRAININGSSS-102 Compatibility level
Connectior: Other options:
TRAININGESS-102\Administid =
3 : [ezl24
49 Wiew connection propett
B Automatic S
Auto Close Fakse
Auto Crete Statislics Tiue
Ready Auto Shrink False
Auto Update Statistics Tiue
Auto Update Statistics Asynchionously False
& Cursor
Close Cursor on Commit Enabled Fakse
Default Cursar GLOBAL
8 Miscellaneous
ANS! NULL Diefauit False
ANSI NULLS Enabled False
Server ANS| Padding Enaled False
TRAINING555-102 ANS| Warnings Enabled False
i Athmetc b Enabled Fabse
TRAININGEES-10AAdministratar Concatenate Null Yields Nul False
37 View connection propertie: Date Conelation Optimization Enabled False
Numeric Round-bort Fakse o

Recursive Triggers Enabled
Feady

Cancel
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F New Database

;", Script - Lj Help

23 General

= S Collation: <server default b
In the “Automatic” section, I -

select the following options — ] e
and set to “True” using the i -
= =

drop dOWn uio Update Sranshcs T

Ao Update Statistics Asynchionously Falze
El Cursor
Close Cursor on Commit Enabled False
11 . 1] Detault Cursor GLOBAL
Auto Shrink = Mscstoeas
ANS|NULL Default False
AMNSINULLS Enabled False
Server ANS| Padding Enabled False
11 - - ” TRAIMINGSS5-102 AMS| Wamings Enabled False:
Auto Update Statistics
TRAININGSS55-102\Administrator Concatenate Null Yields Mull False
JlJ—Ai Vigw connection plopeitiss Date Conelstion Dptimization Enabled Falze
“Auto Create Statistics” = s
ANSI NULL Default

Ready

Cancel
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F New Database

i 5 Soiint - [ Hel
2 General = 2R 12k

@ . ” . :: El::lgnr:ilps Collation: <server default
In the “Miscellaneous” section,
. « . Compatibility level SGL Server 2008 (100]
scroll down until “Recursive o e
|®E== A
vz |z
- "
Triggers” appears e R A
Default Cursor GLOBAL
E Miscellaneous
ANSIMULL Default False
ANSINULLS Enabled False
AMS| Padding Enabled Falze
AMS1 W arnings Enabled Falze
Aiithmetic &bort Enabled False
Concatenate Null ields Null False

Date Comrelation Optimization Enabled False

Open “Recursive Triggers
Enabled” and select “True” \ —

Conrection I_Eumﬁd.ldimiher Enabled Fass
TRAININGS5S-10244dministratar Recursive Triggers Enabled False

from the dropdown

E Recovery
o Cimeeei
Auto Update Stahistics
Ready
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F New Database

i =% Serpt = [ Hel
2 General =20 M e
j‘ Options i
| . k o k” . 27 Filegroups Collation: <server defaulty
IC to continue Recouey e Sipi
Compatibility level SOL Server 2005 [90] v.
Other ophions:
!
3 ”~
Date Carrelation Optimization Enabled False
. Nurneric Found-Abort Falze
['he next step will be to
Quoted |dentifiers Enabled False
t | . f t h Fec g Enabled True »
E Recovery
d atab aS e Page Yerity CHECKSUM
El Service Broker
Broker Enabled Falz
Server: 2
TRAININGS55-102
Connection
TRAININGS55-1024A dministrator False
A7 View connection properties Encryption Enab) False
Restict Access MULTI_USER P
Recursive Triggers Enabled
Feady
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= 'ﬁ TRAIMIMNGSSS-102 (S0L Server 10.0,25351 - TRAI

SR R Ak abases

+ |4 System Databases

Confirm ‘LACCGSSCO”‘TOW—& # | | AccessControl
+ || Securiby

Databases group 5 [ Server Objects
1 Replication
| Management

+
+

The next step is to create the required
login account for Lenel
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. = | % TRAININGSS5-102 (50L Server 10.0,2531 - TRAI
Create database login for Lenel 2

+ [ Svstem Databases

+ | || AccessControl

L Security
+ [ Logins
EXpand the Security folder / [ Server Roles

+ [ Credentials
1 Server Objects

+

+ [ Replication
+ | Management
i I i = TRAINIMNGSS5-102 (S0L 5 10.0,2531 - TRAII
Right Click on Logins 0 (G Server
= 1 Databases
4 [ System Databases
# | || AccessControl
= |1 Security
S | uN L H nf h > —'L .
elect ew Login trom the T Mew Login. ..
i i # [ Cr Filter r
option list o s
+ [ Replics Skart PowerShell
+ Mana
~ ] Reporks 3
Refresh
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- Login - New

General Page

; Seript = 12 Help

_‘9:‘ User Mapping Login name:
& Securables
o Status

Il Search. .
1or

& Window:

From the General Page,

Select the Login Name Wbl
. () Mapped to asymmetric key
fl e | d [[] Map to Credential
; Mapped Credentialz
eeeeee
Conrection:

TRAININGSS5-1024Administrator

A7 Wiew connection properties

Ready Diefault database: | master

Default language: | ¢defaulty

Cancel
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H Login - New

Login Name: lenel

Select “SQL Server authenW
Password: MULTIMEDIA

C’ Mapped to certificate
C! Mapped ta asymmetric key
[ Map to Credential

Confirm password: MULTIMEDIA .
(Note: Password is case sensitive) Mi—

Cancel

Deselect “Enforce password policy”

Select “Server Roles” from the select a
page pane
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F Login, - New

S Script - Lj Help

Server Roles

Server role is used to grant server-wide security privileges to a user.

Select “Server Roles” from the select .

a page pane
p g p E Login - New E@

5 Script = u_j Help

24 General

124 Server Roles
17 User Mapping Server role is used to grant server-wide security privileges to a user,
%4 Securables

& Status

From the Server roles list select: e
“dbcreator’__——— [ S

\T

setupad
gpzadmin

O

“serveradmin” _——— |

aaaaa

Select User Mapping from the select .
a page pane
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H Login - New

User Mapping e e - 3 e

Users mapped to this login:

Map Database User Default Schema
D AccessContal
|:| .

O maodel

i msdh

i} tempdb

Select “User Mapping” from the
select a page pane e DEX

; Script = L_"" Help

|2 General
& Server Roles
27 User Mapping Users mapped to this login;
12 Securables Map Database User Default Schema
]
L&' Status []  AccessControl
. . . Sever | master lenel | J
From the User Mapping list select B[
- [ msdb

\_

/ TJF!AINI | [ tempds el =
umaste r” //
“tempdb”

Database role membership for: tempdb
[] db_accessa dmin
Server. [ db_backupaperatar
TRAININGSSS5-102 [] db_dataread
db_datawwiter
ooooo tior: [ do .
TRAININGESS-102\Administrator | [ db_ddiadrin
I . k @ k” . h a1 v . . [] db_denydataread
24 Wiew connection properties [] db_denydatauwrit
Click “OK” to continue, the new 5 oo
[] do_securi by adrin
p

login will appear inthe Logins ———— |

folder  »
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= l_lﬁ TRAININGSS5-102 (501 Server 10,0,2531 - TRATI
= | Databases
# [ Swstem Databases
# | || AccessControl
= [ Security
SR L ogins
cry ##MS_PolicyEventProcessingloging #
&, ##M3_PolicyTsqExecutionLoging #

Confirm “Lenel” appears in the e W
-
LoglnS folder A TT AUTHORITY\SYSTEM
& sa
ﬂ\, TRAIMIMNGS55-102 v Administrator
# [ Server Roles
+ [ Credentials
+ [ Server Objects
+ [ Replication
+ | Management

The next step is to run an SQL
query

e W . stanleysecuritysolutions.com
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SQL Query

Select “New Query” from the menu
bar

Or

Right click on the “AccessControl”
database and select “New

Query”
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R Microsoft SQL Server Management Studio mEE]
File Edit View Quary Dsbug Tools Window Community Help

! Execute b v 55

~ % X | sqLueryzsql

/vd x
Open the database dropdown — [z oo 7 F

51 [ Dakabases
i [ System Databases
i [ AccessControl
= [ Securiy
= [ Logis
&, ##M5_PolicyEventProcessingLoging #
&, ##M5_PolicyTsgExecutionLogind#

£ Microsoft SOL Server Management Studio EEX

Fls Edt Yew Quary Debug Tools Window Community Help

Select “AccessControl” from—— | |Prees=ai=] ,

|master R SQLQueryz.sql

. % ) lconnect - [model |
® Imscb
e I S & (& Rétempds |t - Al

= [ Databases

|
j;E

3%

F g oystenTDatat:
B [ AccessControl
= [ Security
= [ Logins
##M5_PelicyEvertProcessinglogin|
2, ##115_Policy TsalExecutionl ain #

Fle Edt Yew Query Debug Took ‘indow Community Help
] Mew Query | [y

17| AccessControl

Ohject Explorer

[3 v i £

|

SOLQueryZ.sql -..nistrator (52)) - X%
e =
m comnect- W3 4w T 3 =

= [ TRAININGSS5-102 (SOL Server 10.0.2531 - TRAII
(3 Databases
(3 System Datahases
i [ ActessControl
= [ Security
= [ Loins
&£, ##M5_PoicyEventProcessinglogind
B, #4#15_PolcyTsgExecutionLoging #
A5 BUILTIN Users
A lenel
A NT AUTHORITY\SYSTEM
A TRAININGSSS-102\Adriristrator
&l (3 Server Roles
& [ Credentials
% [ Server Objects
& 1 Replcation
& [ Managemert
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%< Microsoft SQL Server Management Studio E®E
File Edit View Query Debug Tools Window Community Help
Cewnery [0 33 G5 1 B

d3 | AccessControl < | 9 Execte P v 35 5 3= iy | gy[ET]Ey

Object Explorer. >~ X a o -
S B8 N

= [ TRAININGSS5-102 (SQL Server 10.0.2531 - TRAT)
S [ Databases

.
# [ System Databases
N the text winadow e ine i
= [ Security
£, ##M5_PolicyEventProcessingloging

¥|*

##M5_Policy TsalExecutionloging #

following command exactly

B NT AUTHORITY{SNSTEN

A TRAININGSSS-102| Administrator
& [ Server Roles
0 (3 Credentids

sp_changedbowner lenel S e — gew

% [ Managsmer}
Fie Edt Vew Query Debug Tools Window Community Help

Svewouery [y [ 15
B R

» v 83 858

.
“ ,’ Qbject Explorer v B X SQLQuery2.sql ..istrator (52))*
Corio:= | 80 %) m T B on,_chasgedosurer Lenel]
= [ TRATITNGSES-102 (. Sever 1002551 -TRAD

= [ Databases
% (23 System Databasss

Epni=2

o

3|

1 [ AccessCantrol
= [ Securty

= 2 Logins
##M5_PolcyEventProessinglogng
##M5_PolicyTsalExecutionLogn#
o8 BUILTINUsers
A e
& NT AUTHORITH{SYSTE
x

A
A TRAININGSSS-102|Administrator
® (3 Server Roles
1 3 Credentiss
% [ Server Objerts
# [ Replication
0 (1 Management

<

Confirm “Command(s) Y —
completed successfully” is
displayed

Click the “x” to close query tool

& 31|| @ query executed successuly. (100581) Acesscontrol | 0000106 | 0rons

Int ol 23 chas s

Readly
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.. Microsoft SQL Server Management Studio

Fie Edt Vew Debug Tooks Window Community Help

CNewovery [y (3 5 H
er

Memory Usage

(& IETTY C -
- [ Databases Connect. ..
H H # [ System O Disconneck
Right click on SQL Server ——— | rpeseis B R
) egister, .,
. = [ Security
instance name = oo | 0 wewomn
& wam
&, #aM Activity Manitar
o] BULL
& lenel
. A Nt A
11 ” i Skop
Select “Properties As | .
A TRAI ause
+ | Server R
1 [ Credenti Restark
1 [ Server Ohjed
+ [ Replication Policies 3
\ + [ Management Facets
& >
= Start Powershell
Reports 3
Refresh
E | Properties |

www_stanleysecuritysolutions.com
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F server Properties - TRAININGSSS-102

1 Géneral | 25 Serpt = L Help
= Memory I
2 Processors
_*"‘ Security
=4 Connectiohs
% Database Setlings
2 Advanced
2 Pemissions

F Server Properties - TRAININGSSS-102

;‘3 Script = L3 Help

Server memary optiohs

Select “Memory” g

7‘ Securty
2 Connections [[] Use &wE to allocate memary
%4 Database Settings
2 Advanced

& Permissions Fimimum server memory [in ME]
5 el
Server b aximumn zerver memary (in ME]
L 2147483647 3|
Connec| .
TRAINI
3 Vg

Other memony options
Index creation memory (in KB. 0 = dynamic memory]:

0 =
v
Minirmum memory per query [in KB
Server:
TRAININGSS5-102 o4 &

Connection:
TRAIMINGS S 5-102%Administrator

Y View connection properties

Read
4 (%) Configured values ) Running values

Cancel
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B Server Properties - TRAININGS55-102

: % Sorint = [ Hel
2 General = >R 1 f=p

oCessor: Server memony options

Adjust “Maximum server Efon 0 b s s

2 Database Settings

m m ” = Advanced
e O ry & Permissions Minimum server memory (in MB):

] =
E Server Properties - TRAININGSS5-102

Reduce default maximum — | ol

2 General

(21474536847 &

| 5 Seipt = [ Help

Inddl =.
H 0 2 Memany
setting by 1/2 : D Yo Frossis Semermamacpons
it .M 4 Secunity
g "M 8 Connections [[] Use AWE to allocate memory
erver s =
TRAININGSS55-102 1024 27 Database Settings
E 24 Advanced

- Connection: ) . Mi i ME
E X [l 2 1 4 1 4 8 3 6 4 7 to TRAININGSSS-102\Adminishiatar 2 Permissions inimnLIm server m.Ele_l,l [in MB]:

A7 View connection properties !

>

I aximum server memary [in MEB]

1141483647 R
L
Ready ®
Other memory options
Index creation memary (in KB, 0= dynamic memory]:
il =
Minimum memory per query (in KB
Server
TRAININGS55-102 024 % |

Connection:

C“Ck “O k” to CO ntlnue TRAINING355-102\Administrator

A7 View cornection propertiss

(%) Configured values () Running values
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= LB TRAININGSS5-102 (501 Server 10,0,2531 - TRAI

Truncate Log File =/ [ Databases

= LA ‘:ue::urlt-;.-
. . = [ Logins
nght CIle on “Acce88COntr0|” K, ##M5_PolicyEventProcessingLoging #

’54 #4#M5_Policy TsqlExecutionLogin &
Bl BILITI TR lsprs

Connect~ A4 & o Z &
= [B TRAININGSS5-102 (SOL Server 10,0,2531 - TRAL
= [ Databases
[ Swstem Databases

7]
= [ Security Mew Database...
=203 L:gins Mews Query
E‘ iim' Scripk Database as
& E
1 . BUILT]
From the option menu select: ol ek
r_:‘_‘. NT AL Policies » Take Cffline
H . o Facets
Tasks=>Shrink=>Files —— 2™

Start Powershell Shrink. 4 | Database

[ Credentia
3 Server Obijec! Reports » Back Up... —>
[ Replication
| Management

Rename Restare »

Delete Generate Scripts...
Refresh Publish using Web Service. ..
Properties Imnport Data...

Export Data...
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' Shrink - AccessControl

; Script - u._ﬁ Help

& General

The size of the database iz reduced by shiinking individual files to release unallocated space. To
shrink all database files, use Shrink Database

Open “File Type” and select “Log” — |
\ Dat:il::j :I:es and ll\egrm;:j:ta _ |

Filegroup: PRIMARY -

File: name: AccessControl “

. Shrink File - AccessControl_log

i 5 Serint = [ Hel
7 General = 2e 15 Hek

The size of the database iz reduced by shrinking individual files to release unallocated space. To
shrink. ol database files. use Shrink. Database.
Ser
TR Database: AccessControl
Con Databasze files and flegroups
TR
Fie lype: v
Filegroup:
It 9 " File narme; AccessControl_log "
S e I e Ct I E e I e aS e u n u S e d S p aC e I S Location: | e:\Program FilesiMicrosaft SOL Server\MSSALT U.MSSE!LSEHVEH\MSSE!L\.
Currently allocated space: _‘\ 1] DE! ME
S e I e Cte d Available free space: 19.61 MB [58"/:1 :
Shiink action

" Release unused space

{} Rearganize pages before releasing unuzed space

Server:
TRAIMINGS55-102
¢ s Shrink file to; ME [Minimurn i 0 MB]
onnection

TRAIMING 555 -102%Adrmirstrator

Click “Ok” to continue AR

Ready

(3 Emply file by migrating the data to other files in the same filegroup

Basis Server software may now be
Installed (o
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