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FCC Certification

CAUTION: Please keep the PG antenna 20cm away from people to ensure that FCC RF exposure compliance
requirements are not exceeded.

THIS DEVICE COMPLIES WITH PART 15 OF THE FCC RULES.
Operation is subject to the following two conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for Class B Digital Device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates
and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by turning the equipment off and on, you can try to
correct the interference by taking one or more of the following measures.

e Reorient or relocate the receiving antenna

e Increase the separation between the equipment and receiver

o Connect the equipment into an outlet on a circuit different from that to which the receiver is connected
e Consult the dealer or an experienced radio/TV technician for help.

THIS DEVICE COMPLIES WITH INDUSTRY CANADA LICENCE-EXEMPT RSS STANDARD(S).

Operation is subject to the following two conditions: (1) This device may not cause interference, and (2) this device must accept any
interference, including any interference that may cause undesired operation of the device. This Class [B] digital apparatus meets all
requirements of the Canadian Interference-Causing Equipment Regulations.

CET APPAREIL EST CONFORME A LA NORME RSS INDUSTRIE CANADA EXEMPT DE LICENCE.

Son fonctionnement est soumis aux deux conditions suivantes: (1) cet appareil ne doit pas provoquer d'interférences et (2) cet appareil
doit accepter toute interférence, y compris les interferences pouvant causer un mauvais fonctionnement du dispositif. This Class [B] digital
apparatus meets all requirements of the Canadian Interference-Causing Equipment Regulations. Cet appareil numérique de la classe [B]
respecte toutes les exigences du Réglement sur le matériel brouilleur du Canada.

Approved Antennas

Config Description Antenna Part number

Gateway with rubber duck antennas Pulse W1030W

Gateway with ceiling mount omni-directional | PCTEL (Maxrad) MC2400PTMSMA
antenna

Gateway with interior/exterior wall mount Mobile Mark (Comtelco) CMTB36247V
directional antenna

Gateway with exterior omnidirectional mast Mobile Mark (Comtelco) CMTBS2400XL3
mount antenna

WARNING: Changes or modifications not expressly approved by dormakaba could void the user’s authority to operate
the equipment. Approved antennas are listed below and antennas not included in this list are strictly prohibited for use
with these devices.



UL Evaluation
 Not evaluated by UL for use with Mercury Controller Board or Wireless Door Controller.

e Evaluated by UL for supplemental use (i.e. not in the path of the access control decision making) between the Listed Access Control
Equipment and a supplemental monitoring station for monitoring and configuration.

e Evaluated by UL with the “Wi-Q" Integrated Wireless Access Controller.
* To be mounted in the protected area
® DC power to be provided by GlobTek GT-41080-1817.9-5.9 plug in power supply only.

® 0-49°C, 85% humidity

Electrical Ratings

Source Voltage Current
DC 12vDC 1A
PoE 44-52VDC (mode B) 84mA

e Wiring methods used shall be in accordance with the National Electrical Code, ANSF/NFPA70.
e UL evaluated with standard antennas.
For UL installations using PoE, the following must be observed:
e Compliance with IEEE 802.3 (at or af) specifications was not verified as part of UL 294.
e Locations and wiring methods which shall be in accordance with the National Electrical Code, ANSI/NFPA 70.
e This product is not intended for outside wiring as covered by Article 800 in the National Electrical Code, NFPA 70.
e Category 5e cabling is the minimum performance category recommended.

e The minimum conductor gauge permitted to connect between the PSE or power injector and the PD shall be
26 AWG (0.13 mm2) for patch cords, 24 AWG (0.21 mm2) for horizontal or riser cable.

e Connected through standard eight-pin RJ-45 connectors.
e Evaluated for Mode B only.

 PoE power is to be supplied by an Access Control System Unit (ALVY), Class 2 power limited, PoE injector (PSE) providing 44-
52VDC and 15W for maximum output.
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Overview

This manual is your guide to the integration of dormakaba (BEST Access Systems) Wi-Q wireless hardware
into your Software House C:CURE 9000 Access System.

The information in this guide is presented in a linear manner; however, tasks to install hardware and software
and configure the system for the first time do not necessarily progress in a linear manner. You will find a Setup
Checklist at the end of this section to take you through the initial setup and configuration tasks in a logical
sequence.



System Overview

A Software House C-:CURE 9000 Access System with integrated Wi-Q Technology combines access control
software with Wi-Q Gateways, Wireless Access Controllers, and multiple controller formats that work
together to enable all decision making at the door. The Wi-Q system runs remotely with no need for

hard wiring, providing innovative access control in any environment. The C:CURE Wi-Q Interface system
is versatile, so you can create a whole new system, retrofit existing hardware, and include various video
camera, alarms, and inputs/outputs.

Basic Wi-Q Components

A basic C:CURE Wi-Q Interface system has four components in Figure 1: (1) a C:CURE Server running the
C-CURE System Software, (2) a host computer with the G:CURE Wi-Q Interface Software installed, (3) a Wi-Q
Gateway, and (4) a Wireless Controller at the door.

Figure 1 Four Basic Components
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Interface :

1 CCURE Server with C:CURE System Software
Existing C:CURE systems and operators can continue to work with C:CURE as normal to control Wi-Q
wireless components.

Note The C:CURE System Software must be installed and operational prior to the installation and
operation of the Wi-Q Interface Software.

2 Wi-Q Router Service
Wi-Q Interface Software is installed either on the same computer as the C:CURE Server or another
Host computer and set up to translate data between the two systems to allow normal access control
functionality.
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3 Wi-Q Gateway
The Wi-Q Gateway is a wireless device connected to the Host computer through a secure IP address,
similar to the way your computer is connected to the internet. It transfers data signals from Wireless
Controllers to and from the Host computer. The Wi-Q Gateway recognizes all Wireless Controllers
within its antenna range. One Wi-Q Gateway can control as many as 64 Wireless Controllers in a
system.

4 Wireless Controller
The Wireless Controller is equipped with Wi-Q Technology that controls user access at the door. The
basic configuration is battery operated, with either keypad or card reading capability and an internal
antenna that communicates with the Wi-Q Gateway. The Wireless Controller grants user requests
according to how they are configured in the G:CURE 9000 Software.

Note The terms "Controller" and "Lock" are used synonymously throughout this guide. The C:CURE 9000
Software uses the term “Reader” and "Door" to refer to wireless locks, while the Wi-Q Interface
Software uses the term "Controller."

Basic Operation

A user enters Sign-On Key/Credential at a Wireless Controller, either using an access card or by entering a
code on a keypad. If the controller recognizes the credential from the configured settings downloaded from
the Host via the Wi-Q Gateway to the controller, the door opens. The controller also sends regular signals to
the Wi-Q Gateway to let it know that it's working properly. If a controller goes offline, the Host receives a
message from the Wi-Q Gateway.

Additional System Configurations

C-CURE 9000 Wi-Q Interface Software supports various system configurations. For example, some segments
at your location may already be hard wired with legacy equipment or additional input or output devices.
You can include a Wireless Access Controller that links a hard wired strike and controller with a Wi-Q
Gateway. For more information about various applications you can adapt for use with Wi-Q, see "Hardware
Overview" on page 11.

Software Overview

C-CURE 9000 provides powerful features to manage your system. The Wi-Q Interface Software allows you
to add Wi-Q Gateways, Controllers and Segment Sign on Credentials to C:CURE 9000 system. The Wi-Q
Interface Software also allows you to send firmware updates to your Wi-Q Gateways and wireless locks as
they become available. Once your Wi-Q components are added into C:CURE 9000, you may manage your
online and wireless systems together as one.



Setup Checklist

Wi-Q is set up in ten basic tasks. Completing these tasks will ensure you get your system up and running

as quickly and efficiently as possible. Some tasks are performed at the Host computer or server and some
at the site. It is appropriate to perform some tasks concurrently. For example, you may have someone
prepare your computer and install the software concurrently with site plan development and hardware
installation. However, you must have the software installed and Wi-Q Gateways ‘online’ before you can sign
on controllers.

Note System setup does not proceed in a linear manner. The following references prompt you to skip
around within the User Guide.

e Task 1: Develop a Site Plan
See page 14.

o Task 2: Position Wi-Q Gateways
See page 17.
e Task 3: Organize Segment Data
See page 30.
e Task 4: Prepare your Computer
See page 31.
e Task 5: Install C-Cure Wi-Q Interface Software
See page 41.
¢ Task 6: Configuring the Hardware in C:CURE Wi-Q Interface Software
See page 54.
e Task 7: Install Wi-Q Gateways
See page 20.
e Task 8: Install Door Hardware
See page 23.
e Task 9: Signing on Controllers

See page 24.

 Task 10: Configuring the Software
See page 73.
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Hardware Installation

This chapter will guide you through performing the following tasks:
Task 1 — Develop a Site Plan

Task 2 — Position Wi-Q Gateways

Task 7 — Install Wi-Q Gateways

Task 8 — Install Door Hardware

Task 9 — Signing on Controllers

Hardware Installation 10



Hardware Overview

The Wi-Q Interface Software integrates wireless hardware into your existing hard-wired C:CURE 9000
system. Wi-Q is designed for versatility so you can retrofit existing Wi-Q Gateways and include various 1/0
devices.

Note Once Wi-Q Technology locks are installed, you will need to sign them on in the C:CURE 9000 Wi-Q

Interface Software. Therefore, it is appropriate to install the Wi-Q Interface Software before or
concurrent with hardware installation. For more information, see “Signing on Controllers (Task 9)”

on page 24.

Below, figure 2 shows a block diagram with various configurations. Wi-Q Interface Software supports all
Wi-Q Technology Wireless Controllers via Wi-Q Gateways (A); and existing Prox/Wiegand, RQE, door strike,
and door monitor switch configurations via Wireless Access Controllers (WAC) (B). Configuration types are
briefly described in the following paragraphs. Full installation instructions are provided in the following
sections.

Figure 2 Example System Configurations

g

Socket 2.4 GHz, Spread Spectrum/AES 128 Bit Encryption

LAN/WAN

ethernet 10/100 Base T

12/24V DC Existing Prox/Weigand
Power Supply Card Reader
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Wi-Q Gateways

The Wi-Q Gateway is a wireless device connected to the Host computer through a secure IP address, similar
to the way your computer is connected to the internet. It transfers data signals from Wireless Controllers

to and from the Host computer. The Wi-Q Gateway recognizes all Wireless Controllers within its antenna
range. One Wi-Q Gateway can control up to 64 Wireless Controllers.

Wi-Q Gateways provide bi-directional radio frequency communication between Wireless Controllers and
the associated host computer(s). All communications are via secure AES 128-Bit encrypted 2.4 HGz using
spread spectrum RF Radio technology. The Wi-Q Gateway communicates to the Host computer through web
services via either Ethernet 10/100 BaseT or an approved commercial RF carrier-enabling a wireless solution
end-to-end. Transmit range from Wi-Q Gateways will vary based on building construction. Directional
antennas are also available to further extend range.

Wireless Controllers

Wi-Q Interface Software is designed to operate with Wi-Q Technology Best 45HQ mortise and/or Best 9KQ
Cylindrical locks equipped with either keypad, card, or a combination of controller input devices. Door
switch monitor, request to exit, and door lock position sensors are included in the locks. Wi-Q Technology
controllers support a broad range of controller technologies:

* Card or Keypad ID with PINs

e Magnetic Stripe, Prox, MIFARE (card number only)

e 512 Timezones (per Segment)

® 14000 User Credentials per door (based on licensing)

¢ Cardholder access level definition

® Dynamic memory for IDs vs Transactions

e Locally stored and transmitted transactions

e ADA Compliant

* No AC required at door

Wireless Access Controllers

You can retrofit any existing controller configuration to communicate with Wi-Q Technology Wi-Q Gateways
using Wi-Q Technology Wireless Access Controllers. You can also use this device to connect other I/0
devices to the system. About the size of a standard double-gang box electrical box, these controllers
operate on standard 12 VDC or an optional 12/24 VDC power supply, sealed, lead acid battery pack. They
seamlessly integrate existing door hardware into the C:CURE 9000 system, supporting Wiegand- compatible
keypad controller inputs.

Note Please check with your dormakaba representative for a list of compatible controllers.

12



Antenna Types and Applications

To optimize system performance, it is important to position Wi-Q Gateways to receive maximum signal
strength from the Wireless Controllers. Once all door hardware has been installed, you will be ready to
position Wi-Q Gateways using the Wi-Q Technology Site Survey Tool. Wi-Q Technology supports two
antenna types: Omni-directional, designed to provide coverage in all directions; and Directional antennas
that focus the signal from point-to-point over longer distances and through obstacles. For more information,
see "Position Wi-Q Gateways (Task 2)" on page 17.

Installing System Hardware

A C:CURE 9000 system with integrated Wi-Q Technology can operate with Best 45HQ Mortise locks, Best
9KQ Cylindrical locks, Best EXQ Trim, Wireless Access Controllers and Wi-Q Technology Wi-Q Gateways.
Detailed installation instructions are provided in the following sections and in the lock instructions provided
with the hardware.

What you will need

® Engineering drawings or segment map

e Wi-Q Technology Site Survey Kit

* For keypad controllers, you will need the sign-on credential from the Wi-Q Interface Software.

e For magnetic stripe or proximity card readers, you will need the Temporary Operator Card (supplied
with the controller) and Sign on Card (supplied in the Wi-Q Interface Software package). You will also
need the appropriate magnetic stripe or proximity USB enrollment reader to create a proximity sign-on
credential.

® Locks to be installed on doors, including cores and keys supplied with specific model

e |nstallation instructions for specific lock brand and model

e Wi-Q Gateways

e Access to standby power for 120 VAC non-switch circuit for 12 VDC plug-in transformer

e 10/100/1 GigE Base-T network connection

e Crossover Ethernet cable if direct connection between Wi-Q Gateway and Host will be used

e Wireless Access Controllers, if used, and knowledge of existing hardware and switches for any retrofit
installations

e Installation tools
e Drill motor/hole saw with bits appropriate for the specific lock (see the template included with your lock)
e Phillips-head and flat-head screw drivers

e Access to the Host, a networked workstation, or wireless laptop computer

13



Develop a Site Plan (Task 1)

Before installing Wi-Q Gateways, it is a good idea to develop a general plan for the segment. This plan will
guide you in deciding where to install the Wi-Q Gateways. You must consider the following:

Transmit range from Wi-Q Gateway to controller varies based on building construction. Site characteristics
such as reinforced concrete walls could interfere or weaken the signal; open spaces and low interference can
increase signal strength.

Figure 3 shows a typical site configuration. The Host (A) is located in Building 1. The Building 1 Wi-Q
Gateway (B) is located near the electrical panel in the communications/electronics room.

The Building 2 Wi-Q Gateway (C) is positioned next to the electrical panel. With 48 rooms in this three-story
dorm, front and rear access doors and access to the elevator on three floors, this gateway provides coverage
to 53 controllers. Its range extends to all three floors of the building, and will also cover the pedestrian
access, and elevator of the Parking Garage.

The Parking Garage Wi-Q Gateway (D) is positioned to cover the pedestrian door near the dorm and the
stairway and elevator doors. Its range also extends to the entrance of Buildings 1 and 2.

14



Figure 3  Sample Site Installation Plan
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Plotting the Plan

If you don’t already have a site plan indicating building dimensions, distances between buildings, possible
obstructions, parking segment, and other gated access points, contact your facilities maintenance or project
engineer. If none are available, you will need to visit the site, take measurements and draw up a plan of your
own.

Device Identification

Each device in the system will have its own unique identity. It will be important for you to document that
identity, along with capacities and locations, and to give each device a common name such as “Parking
Garage” or "Admin 1”. At a minimum, you must record the Media Access Control number (MAC address)
for each device. This 12-digit number is assigned by the manufacturer of a network device so that it can be
recognized as a unique member of a network.

Note The MAC address is most commonly shown on the back of or inside the device, so it's important to
record this number before you install the device.

When you move on to configure the Host computer, it is essential to have a list identifying each Controller
and Wi-Q Gateway recognized by the system. We recommend creating a temporary label for each device
that includes the MAC address, device name, location, capacity, and type of antenna so that installers on
the site will have a reference for installing the correct device in a location.

Interference

Wi-Q Technology transfers information between devices in the form of data packets over the 2.4 GHz

ISM band. This band frequency is very heavily used in many devices such as wireless computer networks
and cordless phones, which increases the risk of lost packets, that is, packets that do not make it from a
controller to a Wi-Q Gateway because of interference. Interference can also reduce controller battery life
due to the constant re-broadcasting of packets and lost connections to the Wi-Q Gateways. To achieve
maximum efficiency, this frequency range must be managed effectively. Therefore, the installer must know
the positions and channels of all the 2.4 GHz wireless devices in the segment and ensure channels are
assigned to each device so that there is minimum frequency overlap with adjacent or nearby devices.

Extended Range
It is likely that you will have locations in your segment separated by distances greater than 300 feet. You

may want to consider adding a Wi-Q Gateway with a directional antenna to extend the transmit range.

Note Actual distances will vary based on building construction.
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Position Wi-Q Gateways (Task 2)

Once all door hardware and controllers have been installed, you are ready to determine the final placement
of Wi-Q Gateways using the results from the Wi-Q Technology Site Survey Kit. The Site Survey Kit helps
you determine the number and optimum location of Wi-Q Gateways and verify signal strength before
permanently installing the hardware. It is important to perform the Site Survey process as many times as
needed to determine the optimal position.

Note You will need to test signal strength at all door locations near the perimeter of the coverage area as
well as any location where a physical obstruction may cause interference.

Antenna types

Wi-Q Technology supports two antenna types: Omni-directional, designed to provide coverage in all
directions; and Directional antennas that focus the signal from point-to-point over longer distances and
through obstacles. If you have trouble verifying signals, you may need to consider some antenna type
options. Figure 4 shows the available antenna types.
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Figure 4 Antenna Types

Hardware Installation
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Power Supply

Wi-Q Gateways must be PoE powered or must be located where they can receive 12 VDC power from a
transformer plugged into a dedicated power source. If this is not possible, ensure they are plugged into a
24/7 power circuit that cannot be turned off at a switch, such as a light switch that might be turned off by a
cleaning crew.

To make your final determination, you must also consider the following:

e Access to Ethernet 10/100 Base T network connection
* Proximity to other I/0 device(s) if used

® Placement within range of controllers

Note Transmit range will vary based on building construction.
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Next steps

When you are satisfied with signal performance, you can proceed to configure Wi-Q Gateways with the
C-CURE 9000 Software. See "“Configuring the Hardware in C:CURE Wi-Q Interface Software (Task 6)” on

page 54.

Install Wi-Q Gateways (Task 7)

The most common installation site is inside an existing protected area such as a locked room or other secure

enclosure, or above ceiling level. If you are installing inside a dealer-supplied locked enclosure, refer to the

instructions provided with that equipment. Figure 5 shows a Wi-Q Gateway positioned in a protected area.

Figure 5 Installing a Wi-Q Gateway in a protected area

Hardware Installation
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Connecting the Wi-Q Gateway and Verifying Operation

Once the Wi-Q Gateway is installed, connect and verify operation:

1 Connect the power supply to the Wi-Q Gateway and plug the transformer into a dedicated AC power
supply (wall outlet). The Power Indicator light should come on. See Figure 6.

2 Insert the Ethernet cable into the Ethernet connection on the bottom of the Wi-Q Gateway. The Link
Indicator light should come on. After about 30 seconds, the yellow activity indicator light will flash
under normal operation.

Figure 6 Connecting the Wi-Q Gateway to Power and Ethernet Connections

Ethernet Connection

Note If no protected area is available, consider positioning the Wi-Q Gateway inside a locked enclosure
designed for that purpose. Contact your dealer for more information.

Installing a Wireless Access Controller

The Wi-Q Technology Wireless Access Controller (WAC) provides an optional way to retrofit an existing
hard-wired application, or where the installed controller may be obsolete or unable to handle additional
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controller inputs. It supports Wiegand-compatible keypad controllers and is configured and monitored in the
C-CURE 9000 Software, just like a standard controller.
Note Please check with your dormakaba representative for a list of compatible controllers.

Using the Wireless Access Controller (Figure 7), you can add controllers or other I/0 devices to an overall
wireless solution without the high cost of installing hard-wire such as RS485 or CAT5 to the controller. You
can position the controller at the door or where suitable, above the ceiling tile.

Figure 7 Wireless Access Controller

.

Installation

Specific installation methods are dependent on the device type and configuration of the system; therefore,
the WAC should be installed by a trained technician using the instructions provided with the controller.

WARNING: Wireless Access Controllers are intended for use in indoor or protected
area. For other applications, such as outdoor use, contact the factory for the
appropriate NEMA enclosure. Changes or modifications not expressly approved by
dormakaba could void the user’s authority to operate the equipment.

Wireless Access Control Wiring

The Wireless Access Controller can be installed with its own 12 VDC power supply or slaved to the existing
installation. Figure 8 is a wiring diagram illustrating both configurations. Dotted lines represent optional
connections for the slaved configuration.

22



Figure 8 Connecting devices to a WAC
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Once the WAC is installed and all points connected, it will be recognized by C:CURE 9000 Interface as a
‘Controller’ in the system. The WAC is configured in an almost identical manner as a Controller. For more
information about configuring the WAC in the C:CURE 9000 Software, see www.swhouse.com.

Install Door Hardware (Task 8)

Complete instructions for installing locks are packaged with the hardware. You will also find instructions for
dormakaba (BEST Access Systems) Wi-Q Technology Best 45HQ Mortise Locks, Best 9KQ Cylindrical Locks
and Best EXQ Trim on

https://dhwsupport.dormakaba.com/hc/en-us.

Before You Begin

Before you begin, consider the following:

® Record device MAC address before installing device. You will need this when configuring the controller
in the C:CURE 9000 Software.

e Wi-Q and Omnilock Technology locks will work from -31°F to 151°F.
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Note Extreme heat will cause a reduction in wireless signal strength and can cause a loss of connectivity
while the heat remains. Alkaline batteries cease to operate if they reach a temperature of -20°F.

e Wi-Q Technology controllers are designed for use on 1-3/4 inch doors. If you need to install on non-
standard doors, contact dormakaba Customer Service for more information.

® Lock instructions are given for right-hand doors (as determined from outside the door). If you are
installing a left-hand door, see the instructions provided with your lock for hand change instructions.

e |f you are installing locks on unprepared (un-drilled) doors, use the template provided with your specific
lock.

Check Controller Operation

Verify controller operation using the steps appropriate for your controller type (Magnetic Card or Keypad) in
your hardware’s installation instructions. If the system does not operate properly, please contact dormakaba
Technical Support at 800-392-5209.

Signing on Controllers (Task 9)

When all hardware is installed and tested, you are ready to sign on your system controllers. To do this, the
Wi-Q Interface Software must be installed on your Host computer. At a minimum, you will need to create a
segment, router and a Wi-Q Gateway to the Hardware tree in your C:CURE 9000 Wi-Q environment before
you can sign on the controllers. Once that is done you can return to the site and sign on the controllers. To
complete controller sign on, you must perform steps at the Host and the controllers.

At the Host

Once you have installed the C:CURE Wi-Q Interface Software and created a segment, a sign on key number
is generated for that segment. You will need this number when you return to the site and sign on the
controllers. To locate the sign on key number, select the segment to which the controller is to be assigned.
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Figure 9  Select the Wi-Q Segment
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1 Click on the Hardware bar in the left column to display the Hardware tree in the display panel if it is not
already displayed. Expand the hardware folder (In this example it is named CompanyName), and the
Segments folder, if needed, to see the available segments created. Double click the desired segment.

Figure 10 Locating the Segment Sign On Key

B8 Wi-0Q Segment - WiQ Segment] — X
E Save and Cloze @ Save and New

Name: TR |
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General  Segment Credential

Sign On Key: |132480
PIN Length: |4 2

2 Inthe Wi-Q Segment dialog box that appears, select the general tab and note the Sign On Key number.
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At the Controllers

Once you have the sign on key number, you can return to the site and prepare to sign on all the controllers
for that segment.

Signing on Keypad Controllers

If your segment uses keypad controllers, use the following steps, in sequence, to register each controller in
the segment. Once this is done, the controllers will appear in the C:CURE Hardware tree listed under their
respective Wi-Q Gateways.

Note The following sequence is timed. Be sure to have your segment sign on key ready to enter at the
appropriate time.

1 Have your six-digit segment sign on key number ready.

2 Atakeypad controller, press the following number sequence on the keypad: 5678# (for a Wireless Door
Controller) or just 5678 (without a “#" for a WAC). The green light will flash three times.

3 Within five or six seconds, begin to enter the six-digit segment sign on key number, followed by #.
You will have about five seconds to enter each number. The sequence will time out if more than five
seconds elapses between numbers.

4 Once the key number is completed, the controller begins to alternately flash green and red to
signify that it is searching for Wi-Q Gateways in range. The blue light indicates that the controller
is communicating with the Wi-Q Gateway. If the sequence was completed successfully, three green
flashes, and/or an up beat tone, indicate the controller has accepted the sign on key.

5 If you see three red flashes, and/or a down beat tone, the controller has not accepted the number or
you have exceeded the time limit. Begin again at step two and continue until you receive three green
flashes.

Note Once a controller has been signed on, all sign-on functionality is disabled unless it is deep reset.
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Steps to Add Segment/Sign on Credential

Figure 11 Magnetic Sign-on Credential

9= Wi-C Segrment Credential - Magstripe Card — =

g Save and Close

Mame: |Magstripe Card

Description:

General

Card Type: | Magstripe i

Credential Number: [1234567 |

1  Click on the Hardware bar in the left column to display the Hardware tree in the display panel if it is not
already displayed. Expand the hardware folder, and the Segments folder, if needed, to see the available
segments created. Double click the desired segment.

Figure 12 Proximity Sign-on Credential

&= Wi-0 Segment Credential - Prox — >

g Save and Close

Mame: |F‘n::u~:

Description:

General

Card Type: | Wiegand e

Credential Mumber: |'|2345»EJ |

2 In the Wi-Q Segment dialog box that appears, select the Segment Credential tab and click on Add
button.
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3 a) Enter desired Name and Description.
b) Select “"Wiegand/Magstripe” Card Type and Click Save and Close button.

Signing on Card Readers

If your segment uses card readers, either Magstripe or Prox, you may want to register one of your cards as a
segment credential number, See “Selecting and Configuring a Card Format” on page 81. This card will be
used to sign on card readers to the system. You can register a separate card and hold it specifically for this
purpose, or register one that belongs to a user such as the Administrator’s card. Once this is done, you will
use the card to sign on each card reader in the system.

To do this, you would first use the temporary operator card that comes with the reader to enable
programming of the reader and then use the sign-on credential card to sign on the reader to the segment.

Verify Signal Strength, Voltage and Packet Ratio

If you used the Wi-Q Gateway Site Survey Kit, you have already verified basic controller signal strength.
Once the controllers are signed on and Journaling Statistics Messages are enabled in the controller
configuration client, you can use the C-Cure Monitoring Station to further measure controller performance,
including controller voltage (battery level), and the packet ratio (the number of packets received vs the
number of packets sent) of the controller. For more information about the C:CURE Monitoring Station
application, see www.swhouse.com.

Replacing a Controller
If you must replace an old or defective Controller with a new one, follow these steps:

1 Inside the C:CURE Software Tool, right-click on the Controller that must be replaced and delete it.

Note If the controller was online at the time of deletion, the controller will be sent a deep reset command
and removed from the Wi-Q Gateway.

2 Remove and replace the Controller hardware.

3 Sign on the Controller. The configuration information should be set up.
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3

Software Installation

This chapter will guide you through performing the following tasks:
Task 3 — Organize Segment Data
Task 4 — Prepare Your Computer

Task 5 — Install C-Cure Wi-Q Interface Software
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Organize Segment Data (Task 3)

As the technical team works on planning and installing hardware using the Site Plan, a program
administrator or other person responsible for the software side of program setup should be making plans to
populate and configure the Wi-Q Interface Software into the C:CURE 9000 Software.

Device Information

You will need the MAC numbers, device names, capacities, and physical locations of all Wi-Q Gateways
so that you can easily identify them and assign them to the correct location within the C:CURE Software.
Ensure your site technical team will provide you this information as they work their way through the site.

User Information

To set up your C:CURE Wi-Q System, you will need to gather the names of users, define their access
requirements, organize user and timezone groups, and decide how you will use other features configurable
within C-CURE.

It will be helpful to create a table listing what you know about each user. Starting with a list of names, think
about building a table that defines basic information about each user; such as, User Type, User Group, Shift,
and so on. Following is a very simple example:

User Information

Last First User Type |Bldg. | User Group Timezone Shunt

Alvarez Alicia Manager A Admin Default Default
Bennet Fred General A Lecture Default 30 sec.
Ford Aldo General B Service Service 1 30 sec.

Start listing other considerations that may apply to your situation, such as:

e What User Groups will help you manage security?
* Do you have shift workers who are allowed on site only during certain days or hours?
o Will there be areas off limits to certain groups?

e Do some users need extra time to pass through a door, such as to accommodate a food cart or wheel
chair?

Start thinking about these elements and begin organizing the data as soon as possible so you'll be ready
when your equipment and software are ready. It is a good idea to use a spreadsheet software such as
Microsoft® Excel® for this purpose. That way you can sort the data to help you plan your segment.
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Importing Data

If you have an existing database that already contains some of the information you need, you may want to
modify a version and import it into your C:CURE System using the program’s System Administration feature.
See www.swhouse.com for C:CURE 9000 instructions.

Prepare Your Computer (Task 4)

To prepare your computer for the installation of the Wi-Q Interface Software, you must do the following:

e Ensure that your system is equipped with an appropriate operating system, database and server. The
Wi-Q Interface Software requirements are the sames as the C:CURE Software.

e Configure your Windows Firewall Ports.

e Obtain your Wi-Q Interface Software from dormakaba (BEST Access Systems).

e Stop your Communication Server (if required).

* Install your Wi-Q Interface Software.

It is recommended that you follow the tasks above in the order that they are presented in this guide.

Note You must have administrative rights on your computer to perform many of the tasks listed here.

Configure Windows Firewall Ports

Several ports must be enabled in your Windows Firewall settings to allow proper communication. You must
add any configured Wi-Q Router Port to the Windows Firewall if it is different from the default 8000 port.
See “Figure 43 The Router Dialog Box" on page 61. Also, add any configured Wi-Q Gateway: "Portal
Service Port” and “Portal Config Service Port” to the Windows Firewall if they are different from the default
8000 and 11000 ports. See “Figure 43 The Router Dialog Box" on page 61. The following ports must also
be enabled:

e Port 80

e Port443

e Port 1433

e Port 1434

e Port 5353

e Port 8000 (default)

e Port 9000

e Port 9001

Note Additional ports will be needed as Routers are added.
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If your firewall is disabled, then all ports are open by default. If the firewall is on, perform the following
steps in order to add the required ports listed above.

Note The screen shots below reflect a Windows 7 operating system. Navigating through the firewall
settings in other editions of Windows will be slightly different.

Figure 13 Windows Firewall

Navigate to Windows Firewall

(=] E [
@v-v|ﬂ » Control Panel » All Control Panelltems » Windows Firewall v |¢, | | Search Control Panel 2 |
Control Panel Home E 5 2 @
Help protect your computer with Windows Firewall
Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
'?;-' Change notification settings How does a firewall help protect my computer?
r;'_;' Turn Windows Firewall on or What are network locations?
off 2 -
@ 0 (a)
@ Restore defaults . @ Home or work (private) networks Connected (#)
| Advanced settings Metworks at home or work where you know and trust the people and devices on the network
Troubleshoot my network
Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on
the list of allowed programs
Active home or work (private) networks: [In Network 2
Motification state: MNotify me when Windows Firewall blocks a new
program
l @ Public networks Not Connected (¥)
See also
Action Center
Metwork and Sharing Center

Click on Advanced settings

1 Navigate to your Windows Firewall settings from your PC's control panel. Then, click on Advanced
settings.
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Figure 14  Inbound Rules

Select Inbound Rules

@ Windows Firewall with Advanced Security

File Action View Help

BE

B Monitoring

« m

e Windows Firewall with Advanced Security provides netwark security for Windows computers.

Overview

Domain Profile

@ Windows Firewall is on.

O Inbound connections that do not match a rule are blocked
@ Outbound connections that do not match a rule are allowed.

Private Profile is Active

@ Windows Firewall is on.

O Inbound connections that do not match a rule are blocked
@ Qutbound connections that do not match a rule are allowed.
Public Profile

@ Windows Firewall is on.

0 Inbound connections that do not match a rule are blocked
@ Qutbound connections that do not match a rule are allowed.

Windows Firewall Properties

Getting Started

Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (IPsec).

Cannection Security Rules
View and create firewall rules

it is authenticated, or if it comes from an authonized user, group, or computer. By default, inbound connections are

blocks them

o i |

Create firewall rules to allow or block connections to specified programs or ports. You can also allow a connection only if

blocked unless they match a nule that allows them, and outbound connections are allowed unless they match a nule that

mn

Actions

Windovs Freval

&

BE R

Import Policy...
Export Policy...
Restore Default Policy

Diagnose / Repair

View 4
Refresh

Properties

Help

2 Select Inbound Rules.

33

Software Installation



Figure 15 New Rule

File Action

Mew Rule...

Filter by Profile
Filter by State
Filter by Group

View

Refresh
Export List...

Help

Select New Rule

jour Service
’ jour Service

* berLink PowerDVD DX

» berLink PowerDVD DX Resident Progra..

iCapSveu.exe

ICapSvcu.exe
CapSvcu.exe
CapSveu.exe
CfgSvc.exe
CfgSve.exe

< | [

W LArCfgSve.exe

@ LnrCigSve.exe
(@ LnrRetrSveu.exe
@ LnrRetrSvcu.exe
@LnrRetrSvcu‘exe
@ LnrRetrSvcu.exe
@ LpsSearchsve.exe
@ LpsSearchSuc.exe
@ LpsSearchsuc.exe
@ LpsSearchSve.exe
(@ Windows Live Communications Platform

(@ Windows Live Communications Platfarm...
@ Windows Live Communications Platform...

@Wmdows Live Sync

@ Windows Live Messenger

(@ Windows Live Messenger (S5DP-In)

@ Windows Live Messenger (UPnP-In)
.Branch Cache Content Retrieval (HTTP-In)
@ BranchCache Hosted Cache Server (HTT...
@ BranchCache Peer Discovery (WSD-In)

@ Connect to a Network Projector (TCP-In)
@ Connect to a Network Projector (TCP-In)

4 m

Group

@C:\Pregram Files\Window...
@C:\Program Files\Window...
@C:\Pragram Files\Window...
BranchCache - Content Retr...
BranchCache - Hosted Cach...

BranchCache - Peer Discovs

Connect to a Network Proje...
Connect to a Network Proje...

Profile
Private
Private
All

All
Private
Private
Domain
Domain
Private
Domain
Domain
Private
Domain
Private
Private
Domain
Domain
Domain
Private
Private
All

Al

Al

All

All

All

All

All

All

All
Private...
Domain

Enabled

No

Action *
Allow
Allow

Allow
Allow

Allow —

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow  ~
r

Actions

Inbound s
& NewRule.
T Filter by Profile
T Filter by State
T Filter by Group
View
|G Refresh
[ ExportList..

H Hep

v v v v

3 Right click on Inbound Rules to open an option menu. Select New Rule from the menu.
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Figure 16  Create Port Rule

Select Port
@ Windows Firewall with Advanced Security / = [ |
File Action View Help
s | HE =]
(Milnbound Riles) Name Group ! Profile  Enabled  Action * || Inbound Rules =
&% Outbound Ruls abs y
% Connectiol @ New Inbound Rule Wizard / | & |] NewRule.
© B, Menitorin: —— Filter by Profile »
Filter by State 3
Select the type of firewall rule to create
Filter by Group 3
Steps: View »
A e What type of ruls would you like to create? Y
res!
@ Program Export List...
@ Adtion @ Program Hel
i Rule that controls connections for a program L
@ Name — ' Port
Rule that controls connections for a TCP or UDP port.
) Predefined:
BranchCache - Contertt Retrieval {Uses HTTF) |
Rule that controls connections for a Windows experience
) Custom
Custom rule.
Leam more about mils types
. \
H @ Connect to a Network Projector (TCP-In)  Connect to @ Metwork Preje..  Domain  1\e Allow «
4| mn (NIRH m ] 3

4
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Click Next

In the New Inbound Rule Wizard window, select Port. Click Next to continue.
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Figure 17  Enter Ports
Enter ports: 80, 443, 1433, 1434, 5353, 8000 (default), 9000, 9001

=

ﬂ Mew Inbound Rule Wizard

Protocol and Ports
Specify the protocols and ports to which this nule applies.

Steps:

@ Rule Typs Does this rule apply to TCP or UDP?

@ Protocol and Ports @ TCP

@ Action ) UDP

@ Profile

o N Does thig rule apply to all local ports or specific local porte?

) All local ports
@ Specific local ports: |

Example: 80, 443, 5000-5010

Leam more about protocol and ports

TN e

Click Next

5 Enter the following ports into the “Specific local ports” field: 80, 443, 1433, 1434, 5353, 8000
(default), 9000, 9001. Then, click Next to continue.
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Figure 18  Allow the Connection

Select Allow the connection

@ New Inbound Rule Wizard

L

&

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

Rule Type
Pratocol and Ports
Action

Profile

Name

What action should be taken when a connection matches the [pecified conditions?

@ Allow the connection
This includes connections that are protected with |Psec as well as those are not.

(") Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

"' Block the connection

Leam more sbout actions

< Back ME[ Cancel
|

|
Click Next

6 Select Allow the connection. Click Next to continue.
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Figure 19  De-select Public

ﬂ Mew Inbound Rule Wizard

Profile

Steps:

@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

@ MName

Specify the profiles for which this rule applies.

When does this rule apply?

[¥] Domain
Applies when a computer is connected to its corporate domain.
[¥] Private
Applies when a computer is connected to a private networl location.

Public
Applies when a computer is connected to a public network location.

Leam more about profiles

< Back i[ Next> |

De-Select Public Click Next

7 De-select the Public option. Click Next.

Software Installation
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Figure 20 Name the Rule

Name the Rule

ﬂ Mew Inbound Rule Wizard

Name

Steps:
@ FRule Type
@ Protocol and Ports

& Action

Specify the name and description of this rule.

& Profile

& Mame

MName:
Wi4Q Required Firewall Ports

Desc_'iption {optionE_l_I):

Communication ports required for the wireless access control hardware]

< Back

| Fnn

|| canesl

[——
I
i

Click Finish

8 Give the new rule a name that can be easily identified by an administrator. Once finished, click Finish.
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Figure 21

Inbound Rules List

New Rule shows in list

Click to close

@ Windows Firewall with Advanced Security

o

File Action View Help

| #E = E

Inbound Rules
&3 Outbound Rules

b Bl Monitoring

Hw Connection Security Rules

@ Bonjour Service
(@ Cyberlink PowerDVD DX

@ LnrCapSveu.exe
@ LnrCapSveu.exe
@ LnrCapSveu.exe
@ LnrCapSvcu.exe
@ LnrCigSve.exe
@ LnrCigSuc.exe
@ LnrCigSue.exe
@ LnrCfgSve.exe
@ LnrRetrSveu.exe
@ LnRetSvcu.exe
@ LnrRetrSveu.exe
@ LnrRetrsvcu.exe
(@ LpsSearchSve.exe
@ LpsSearchSve.exe
@ LpsSearchSuc.exe
@ LpsSearchSuc.exe
@Wmdows Live Communications Platform

@ Windows Live Sync

@Wmdows Live Messenger

(@ Windows Live Messenger (S5DP-In)

@ Windows Live Messenger (UPnP-In)

@ BranchCache Content Retrieval (HTTP-In)
. BranchCache Hosted Cache Server (HTT...
@ BranchCache Peer Discovery (WSD-In)
@ Connect to a Netwerk Projecter (TCP-In)

(@) CyberLink PowerDVD DX Resident Progra..

@ Windows Live Communications Platform...
@ Windows Live Communications Platform...

e M

F

@CAProgram Files\Window...
@C:A\Program Files\Window...
@CA\Program Files\Windaw...
BranchCache - Content Retr...
BranchCache - Hosted Cach...
BranchCache - Peer Discove...
Connect to a Network Proje...

Private
All

All
Private
Private
Domain
Domain
Private
Domain
Domain
Private
Demain
Private
Private
Domain
Demain
Demain
Private
Private
All

All

All

All

All

All

All

All

All

All

Private...

Yes
Ves
Yes
Ves

Yes
Ves
Ves

Yes
Yes
Yes
Ves
Yes
Yes
Ves
Ves

Yes
Yes
Yes

Yes
Ves
Yes
No
Mo
Neo
Ne

Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow
Allow

m

T

Actions

Inbound fules
New Rule...
Filter by Profile
Filter by State
Filter by Group
View

|G Refresh
5 Export List..

H Her

Wi-Q Required Firewall Ports
# Disable Rule

& Cut

52 Cepy

K Delete

Properties

Help

v v v ¥

9  The new rule now appears in the list. The Firewall Settings module may now be closed.

10 Repeat steps 1-9 for Outbound Rules.

Note

Obtain the dormakaba (BEST Access Systems) C-:CURE Wi-Q Interface Software

Before you can install the C:CURE Wi-Q Interface Software, you must contact Software House Customer
Service Team. You can find their contact information at www.swhouse.com. They will provide you with a

license and installation package.

Software Installation

Previous steps 1-10 also needs to take place on a computer with a remote router host.
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Install C-:CURE Wi-Q Interface Software (Task 5)

The Wi-Q Interface Software is a powerful tool that will help you integrate Wi-Q Technology into your
system. The Wi-Q Interface Software must be installed on the main C-Cure 9000 machine as well as any
C-Cure 9000 client machines. The software consists of three parts:

¢ Wi-Q Interface Server — Provides a communication link between the Crossfire Server and Wi-Q
Router Host. The Interface server is responsible for transmitting and receiving all access control
information.

¢ Wi-Q Router Host — Provides a communication link between the Wi-Q Interface Server and the Wi-Q
Portal Gateways.

e Wi-Q Portal Configuration Tool — Provides a list of Wi-Q Gateways on the network to configure.
The Wi-Q Portal Configuration Tool is installed as part of the Wi-Q Router Host installation.

The following prerequisites are required:

e .NET Framework 4.5
e Message Queuing

¢ Bonjour Print Services SDK

Note .NET Framework 4.0 or higher is required for C-Cure 9000, so it should already be installed.
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Enabling .NET Framework and Microsoft Message Queuing Windows 10 Pro

1  Enter "windows features” into the Start Menu search bar and select “Turn Windows features on or off”

from the results.

Figure 22 Turn Windows Features On or Off

[ Windows Features

Turn Windows features on or off

that only part of the feature is turned on.

O

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means

X

=00 MET Framework 3.5 (includes .NET 2.0 and 3.0)
= W .MET Framework 4.8 Advanced Services

Active Directory Lightweight Directory Services

Containers

Data Center Bridging

Device Lockdown

Guarded Host

Hyper-V

Internet Explorer 11

2]

2]

Internet Information Services

[E2]

Internet Information Services Hostable Web Core
Legacy Components

Media Features

Microsoft Message Queue (MSMQ) Server
Microsoft Print to PDF

Microsoft XP5 Document Wiriter

MultiPoint Connector

Print and Document Services

Remote Differential Compression APl Support

F #H ®
HmOREEROOOROOO0O00

# [

Cancel

2 Check/fill in the check-boxes for Microsoft .NET Framework 3.5.1 and Microsoft Message Queue

(MSMQ) Server if they are not already checked/filled in.

3 Select OK button to install.

Software Installation
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Enabling .NET Framework and Microsoft Message Queuing for Windows Server
2016

Enter "windows features” into the Start Menu search bar and select “Turn Windows features on or
off” from the results.

Figure 23  Add Features Wizard

E. Server Manager

=0l

Help ‘

File  Action Vi
e
e

B Roles

5 Features
Diagnostics View the status of features installed on this server and add or remove features.
)

it Configuration Add Features Wizard x
5 storage

~) Features &1 ‘>a Select Features Features Summary Help

A Features: (55 Add Features
‘ Tl
Remote St Select one or more features to install on this server.

Rote A SSURESECE Features: Description:

webe Pregress Microsoft NET Framework 3.5.1
combines the power of the .NET
Framework 2.0 APIs with new
technalogies for building applications
that offer appealing user interfaces,

Windows Pi| Resuits E Background Inteli
BitLocker Drive Encryption
Process|
[] ranchCache

NET Eny [] Cornection Manager Admiistration kit protectyour customers' personal
Configur ] DeskioppExperiencs identity information, enable seamless
and secure communication, and
NET Frame [ Directaccess Management Console i e
NET Fra ] Group Policy Management business processes.
B [[] 1nk and Handwriting Services
[ Internet Printing Client
i [ Internet Storage Name Server
NonH

[] PR Part Monitor
[ Message Queting
[ Multipath /0
[ Metwork Load Balancing
[] Peer Mame Resolution Protocol
[] Quality Windows Audio Video Experience
[] Remote Assistance
[ Remote Differential Compression

. femete Sver iston Tk e _,;I
« ,

More about features

<erevos | Next> Instel Cancel

{3 Refresh disabled whie wizard in use

4 Select the Features section and, when selectable, select Add Features link.

Check/fill in the check-boxes for Microsoft .NET Framework 3.5.1 and Microsoft Message Queue
(MSMQ) Server if they are not already checked/filled in.

Select Next button.
Select Install button for installation to begin.

Select Close button.
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Wi-Q Router Host

The second installation file packaged along with the Wi-Q Interface Software provides a communication link
to the Wi-Q Gateways.

Installing the Wi-Q Router Host

The Wi-Q Router Host must be installed on each client machine that will be communicating with Wi-Q
Portal Gateways.

Figure 24  Run as Administrator

setup

Open

G Run as administrator

1 Right click the setup.exe file and select Run as Administrator.

Figure 25 Router Installation

ﬂ BEST Wi-Q Router Host - InstallShield Wizard

Welcome to the InstallShield Wizard for BEST
Wi-Q Router Host

The InstallShield(R) Wizard will install BEST Wi-Q Router Host
on your computer, To continue, dick Next,

WARNING: This program is protected by copyright law and
international treaties.

2 Once prompted, select Next to begin the router installation.
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Figure 26  Router Installation

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

#8 BESTWi-0 Router Host - InstallShield Wizard *

ot ==

Figure 27  Router Installation

#8 BESTWi-Q Router Host - InstallShield Wizard — X

Installing BEST Wi-Q Router Host
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs BEST Wi-Q Router Host,
This may take several minutes.,

Status:

Starting services

Installshield

3 Select Install.
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Figure 28  Router Successfully Installed

BEST Wi-Q Router Host - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed BEST Wi-Q
Router Host, Click Finish to exit the wizard.

4  The Wi-Q Router Host is now installed on the machine.

Software Installation
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Start the BEST Wi-Q Integration Installation Wizard

If you have not already done so, download the Integration dormakaba (BEST Access Systems) Wi-Q
Interface file from the dormakaba Technical Support website or Insert the software disc into your machine’s
disc reader.

Figure 29  Setup (Wi-Q Interface)

1) CCURE_Dormakaba_IM 02/12/202
| Open
& Run as administrator
Troubleshoot compatibility
Pin to Start
[l Scan with Windows Defender...

Share with >
Pin to taskbar

Restore previous versions

1 Right click the CCURE_Dormakaba_IM.exe file and select Run as Administrator.
2 Select Yes when asked for permission to make changes to the computer.

3 Theinstaller opens:

Figure 30 Integration Setup

I{j] BEST Wi-0 - Integration Setup (2.0.0.1728) - X

f@ BEST Wi-Q - Integration

End User License Agreement (EULA) o)

IMPORTANT - READ THIS END-USER LICENSE AGREEMENT ("EULA")
CAREFULLY BEFORE OPENING THE DISK PACKAGE, DOWNLOADING THE
SOFTWARE OR INSTALLING, COPYING OR OTHERWISE USING THE
SOFTWARE, -

[]1 agree to the license terms and conditions

F} Install Close

4  Check the checkbox to agree to the EULA conditions and click Install. The required
Bonjour service is installed and the integration setup starts:
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Figure 31  Welcome Screen

ﬂ BEST Wi-Q - Integration Setup — x

‘Welcome to the BEST Wi-Q - Integration
Setup Wizard

The Setup Wizard will install BEST Wi-Q) - Integration on your
computer, Click Next to contnue or Cancel to exit the Sehup
Wizard,

5 Click Next. The Destination Folder screen appears:

Figure 32 Destination Folder

29 BEST Wi-0 - Integration Setup - x

Instal BEST Wi-Q - Integration to:

c:\Program Fies (x86)\Tyco)

<Back | MNext> | Cancel

6 Enter a path to install to or select the default path and click Next.

7 If the CoCURE server is on a domain, you will be prompted for Administrator credentials to proceed
with the installation. Enter Domain, Login ID and Password details. Click Next to proceed:
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Figure 33  User Credentials Screen (Domain Installation Only)

ﬂ BEST Wi-Q - Integration Setup -
Database and Service Configuration v

User credentials are required to complete the installaton

Administrative rights on the server are required.
Please enter Administrative User's credentials,

<b [Fois] | conce

8 The Ready to Install screen appears:

Figure 34  Ready to Install Screen

## BEST Wi-Q - Integration Setup - x

Ready to install BEST Wi-Q) - Integration

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

-cBacIcIIrsllelCﬂu:!l

9 Click Install. The integration is installed and an Installation Complete screen appears.
Click Finish to close the installer.
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Figure 35 Installation Complete

BEST Wi-0 - Integration Setup — X

Completed the BEST Wi-Q - Integration Setup
Wizard

Note CrossFire services will need to be restarted on the CeCURE server after installation. Once the
CrossFire services are running, you can start the BEST Wi-Q service from the Server Configuration
application.
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Upgrading from CeCure 9000 v2.7 and Below

This section details the steps to upgrade from CeCure 9000 v2.7 and below to CeCure 9000 v2.8 and above
while retaining your Wi-Q configuration.

Before You Begin
Before you begin, consider the following:

e Please verify with Software House support that any existing integrations you have installed are
supported after upgrade. You may need to uninstall other third-party integrations before proceeding
with upgrading the server.

e Itis recommended to back up the CeCURE database before upgrading. Please see the Ce CURE
documentation for details on this procedure.

To upgrade your Ce CURE 9000 system to v.2.8 and above from older releases, carry out the following steps:

1 Run the installation program for the 2.7 or older version of the Wi-Q integration. Uninstall the BEST
Wi-Q Integration for CeCURE.

Note To retain current Wi-Q configuration on the CeCURE server, DO NOT drop database tables when
uninstalling the integration.

2 Uninstall the Bonjour and Bonjour Print Services from Programs and Features.

3 Perform the upgrade to CeCURE 2.8 and above, following Software House documentation and on-screen
instructions.

4 Following the upgrade, re-boot the server when prompted.

5 You will require a new license for the server once upgraded to v.2.8 and above. Generate a new license
request using the Licensing utility.

6 Contact Software House for a license, ensuring the BEST Wi-Q Integration features are enabled. Apply
the license you receive to the server using the CeCure Licensing Utility instead of adding the Wi-Q license
file to the hardware tree.

7 Install the BEST Wi-Q integration for CeCURE 2.8 and above on the server.

8 When installation is complete, go to the Server Configuration application and start the CrossFire
services.

9 When CrossFire services are running, start the BEST Wi-Q Driver Service.

10 Open Administration Workstation and log in. Any previous Wi-Q configuration is retained on the
upgraded server.
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4

Software Configuration

This chapter will guide you through performing the following tasks:
Task 6 — Configure Hardware on Host

Task 10 — Configure Software and Firmware Updates
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C-CURE Wi-Q Pane Overview

This section will provide a brief overview of the components in the GCCURE Wi-Q Navigation Pane of the

Administrative Workstation with the Hardware Navigation Button selected. See Figure 36.

Figure 36 CCURE Wi-Q Pane
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1 Current Selection

Indicates the Navigation Button currently selected from the Navigation Button Pane (Item 6).
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2 Available Actions Pop-up Menu
Lists the actions associated with the task or item selected in the Navigation Button Drop-Down List to
the right of it (Item 12). Alternatively, the associated actions are also available by right clicking on an

object or data field.

3 Display Panel

Company Mames

Shows the Hardware tree or other options associated with the Navigation Button selected (Item 6).
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4 Hardware folder
A Hardware folder contains a list of the hardware components. The folder and its contents are
commonly given descriptive names to help in the location of components.

5 Hardware Tree
When expanded, displays a graphical list of the hardware components showing their relationships.

6 Navigation Button Pane
Selects the items appearing in the Display Panel (Item 3).

7 Navigation Button Pane Options
Select Navigation Pane Options to change the order of the buttons and to control the button display.

8 View
Displays the results of a search for the item displayed in the Navigation Button Drop-Down List
(Item 11).

9 View Tabs
Searches can be opened in the same Dynamic View window or in their own tabs.

10 Search Button
Initiates a search for the item displayed in the Navigation Button Drop-Down List (Item 11) and displays
the results in the Dynamic View window.

11 Navigation Button Drop-Down List
Lists the items associated with the current button selected in the Navigation Button Pane.

Configuring the Hardware in C:CURE Wi-Q Interface Software (Task 6)

The sub-tasks below are required to configure your software to communicate with your Wi-Q hardware.
These should be performed in the order presented.

For large installations, see www.swhouse.com for information on setting up dialog box templates to speed
up the process. Some dialog boxes also offer the option of Save and New to save and bring up a new
dialog box when entering certain hardware items to save the extra step of right clicking for a new dialog
box. Hovering over a text box will often pop up a tool tip with a brief explanation.

Installing a Wi-Q Controller License

If not already accomplished during the installation of the Wi-Q Interface Software, or to install an upgrade,
complete the following steps. Please see www.swhouse.com for contact information regarding controller
licenses.

Obtaining a Wi-Q Controller License

To obtain a license, you must contact Software House Customer Service Team. You can find their contact
information at www.swhouse.com.
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Create a Hardware Folder

Hardware folders are used to contain segments, routers and controllers and display the relationship
between them in the hardware tree.

Figure 37 Creating a Hardware Folder
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1 Click on the Hardware pane in the left column to display the hardware tree in the display panel if it is
not already displayed.

2 Right click the Hardware heading at the top of the hardware tree and select Hardware Folder ->
New.

In the dialog box that appears, name the folder and add an optional description if desired.

Click Save and Close in the upper left hand corner to finish. The folder will appear in the hardware
tree.
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Creating and Configuring Wi-Q Segments

Segments are used for grouping like locations or hardware such as building groups, the same card formats,
facility codes, etc. It also provides the sign on codes for the controllers. There are no limitations to the

number of Wi-Q Gateways that can be assigned to one segment, and there are no limitations to the number
of segments.

Figure 38  Creating a New Wi-Q Segment
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1 Click on the Hardware pane in the left column to display the hardware tree in the display panel if it is
not already displayed.

2 Right click the Hardware folder you just created in the hardware tree (In this example it is named
CompanyName) and select Wi-Q Segment -> New.

Software Configuration 56



Figure 39 Wi-Q Segment Dialog Box
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3 In the Wi-Q Segment dialog box that appears, enter the segment name and optional description
developed and gathered in Tasks 1 and 3.

4  Click the General tab. A unique Segment Sign On Key number is automatically generated for the Sign On
Key field. This Sign On Key number is used when signing on all Wireless keypad controllers in this segment
(See “Signing on Controllers (Task 9)" on page 24). It is important that this number is recorded or its
location remembered for later use in signing on the key pads.

Set the Pin Length field to 4. This affects the length of the key pad in addition to the personal pin.

6 In the Daylight Savings box, click the Ellipsis button to the right of the Time Zone field to select your
time zone from the list. The remaining 4 fields will auto populate, but can be changed if the Daylight
Savings standards change. You can click Save and Close to finish or click the Segment Credential
tab to continue on and Configure a Magstripe or Prox Card as a Sign on Credential.

Configuring a Magstripe or Prox Card as a Sign On Credential

The Segment Credential tab allows you to add a Card Sign On Credential so you can use a card to sign on
wireless card readers.
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Figure 40 The Segment Credential Tab in the Wi-Q Segment Dialog Box
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Figure 41 Wi-Q Segment Credential Dialog Box
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Enter the segment sign on credential name and description developed and gathered in Tasks 1 and 3.

If "Display Card In Journal" is set to "True" in System Variables, the card number will be displayed in
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Note The full card number will only be displayed if the format of the card has not been added to the
reader.

5 Enter the card’s credential number in the Credential Number field. This is the number encoded on the
card and will be provided with the card when it is created.

6  Enter an issue code in the Card Issue Level field (if applicable).
You can click the Add button again to enter another card.

8 The Keypad option from the Card Type drop-down menu can be used to enter a different Sign On Key
number from the auto-generated one, but if this is done, the credential number must be 6 digits. If the
number is less than 6 digits, it must be padded out with leading zeros to make it 6 digits. Be aware that
doing this also increases the chances of duplicate Sign On Key numbers.

9 Click Save and Close in the upper left hand corner of the Wi-Q Segment Credential dialog box to
return to the Wi-Q Segment dialog box.

10 Click Save and Close in the upper left hand corner of the Wi-Q Segment dialog box to finish. The new
segment will appear in the hardware tree.

In order to sign on your card readers, there must be at a minimum, a segment, a router, and a Wi-Q
Gateway created first. See “Signing on Controllers (Task 9)" on page 24.

Note The option to delete a segment from the Segment tree becomes available when you right-click the
segment from within the tree.
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Adding and Configuring Wi-Q Routers

Wi-Q routers are implemented in software and must run on a computer and have a unique IP address.
A Wi-Q router can run on a computer providing other services, but each router must run on a separate

computer to have a unique IP address. For every one router, 1 host is needed.

When the router software is installed, the IP address, subnet mask and gateway of the computer should be

recorded and provided for use during configuration.

Figure 42 Adding a New Router

4 Hardware

Wi-Q License

* |Hardware Folder 'I A
Hardware Tree Search

4 [57 Companyhame

[53 Digital Certificates

Views = E D %V Q{}B

D

rag columns to group by here

Name

Description

| Controller 00145402721

Wi-Q Segn
» 2 wi-Q Rout
3 Site
- 5 Unassigned

.;3;‘- Hardware

[a]

Configuration

j{ Options & Tools

m Personnel

{ji Card Formats and

B Edt
x Delete
Export selection. ..

Find in Audit Log...

Find in Journal...

apC Comm Port

[
]

ISTAR. Cluster
ISC Controller

E ¢

apC Controller
C-CURE Mobile

e

Wi-Q Door Mode
Wi-Q Segment

@ Data Views

i8] % =

Wi-Q Router

(v v v v v v ¥

| New

VIEF AR

MNew Template

1 Click on the Hardware pane in the left column to display the hardware tree in the display panel if it is

not already displayed.

2 Right click the Hardware folder you just created in the hardware tree (In this example it is named
CompanyName) and select Wi-Q Router -> New.
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Figure 43  The Router Dialog Box
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3 Enter the router name and description developed and gathered in Tasks 1 and 3.

4  Click on the Communications tab and enter the IP address or machine name of the computer that the
desired Wi-Q router is installed on. This address will need to be gathered and previously supplied by
the installer of the Wi-Q router software. The default port of 9000 can be left, but can be changed if
needed. Refer to "Configure Windows Firewall Ports" on page 31.

5 Click the Enable check box to allow communications. It is important to note that the router and all

items below the router on the hardware tree must be enabled to allow communication.

The following additional tabs are available, but no configuration changes are required at this time. See

www.swhouse.com for more information.

® General Tab — This tab is auto-filled with general information once communications start and can

not be changed.

e Triggers Tab — Assigns an action if certain events are detected.

e Status Tab — Displays the Host Communication status and can not be changed.

e State Images Tab — Displays the icons that will appear in C:CURE monitoring programs.

6 Click Save and Close in the upper left hand corner of the Wi-Q Router dialog box to finish. The new

router will appear in the hardware tree.
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Adding and Configuring Wi-Q Gateways

Wi-Q Gateways can now be added and configured within the C:CURE Wi-Q Panel. This can be performed on
a single Wi-Q Gateway or multiple Wi-Q Gateways at a time.

Wi-Q Gateways are configured from the factory with an IP address of 192.168.1.200. When configuring a
Wi-Q Gateway, it is best to connect directly to the Wi-Q Gateway before placing it on the network. This

removes the possibility of duplicate IP addresses on the network.

Note Your IT personnel will need to create and reserve a range of IP addresses for your Wi-Q Gateways
before proceeding with Wi-Q Gateway configuration. A separate Wi-Q Site Survey Kit is available to

help with this.

Figure 44 Adding a Wi-Q Gateway to a Router
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Click on the Hardware pane in the left column to display the hardware tree in the display panel if it

is not already displayed. Expand the Hardware folder (In this example it is named CompanyName), if

needed, to see the routers.

Portal -> New.

Right click the router you are assigning the Wi-Q Gateway to in the hardware tree and select Wi-Q
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Figure 45 Portal Dialog Box
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Enter the Wi-Q Gateway name and description developed and gathered in Tasks 1 and 3.
4  Click the Enabled check box to allow communications.

Click the Communications tab and enter the IP address, either IPv4 or IPv6, of the Wi-Q Wi-Q
Gateway. Contact your IT personnel for this information.

6 The default ports of 8000 can be left, but can be changed if needed.

Select the SSL (Secure Socket Link) check box for extra security, only if SSL was setup at the Wi-Q
Gateway with the Wi-Q Gateway Configuration tool in the Site Survey Kit, which is also in the interface
installation. This encrypts the data transmitted. Stanley highly recommends SSL enabled on every Wi-Q
Gateway.

8 Select the radio channels you wish this Wi-Q Gateway to use. Each Wi-Q Gateway has two radios that
communicate on separate channels; the default channels are 25 and 26. In an environment with several
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Wi-Q Gateways or other wireless devices in close proximity, alternate channels should be selected.
Otherwise they can be left at the default settings.

Figure 46  Assigning a Wi-Q Gateway to a Segment
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9 Click the Segment tab and then click the Ellipsis button to the right of the Assigned Segment text box.

From the dialog box that appears, select a segment from the list of segments you have created.

The following additional tabs are available, but no configuration changes are required at this time. See

www.swhouse.com for more information.

General Tab — This tab is auto filled with general information once communications start and can
not be changed.

The Journaling Tab — Shows the defaults for how often data logging occurs.
Triggers Tab — Assigns an action if certain events are detected.

Status Tab — Shows the Communications and router connection status and the number of
controllers signed on.

State Images Tab — Displays the icons that will appear in C:CURE monitoring programs.

10 Click Save and Close in the upper left hand corner of the Wi-Q Gateway dialog box to finish. The new
Wi-Q Gateway will appear in the hardware tree.

Note  When right-clicking on a Wi-Q Gateway, the following options become available:

o Edit, Delete, Set property, Add to group, Export selection, Find in audit log, Find in journal, Partial
download, Full download, Reset, Firmware update, Navigate, Wi-Q controller
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Adding and Configuring Wi-Q Controllers

There are 2 options for adding the controllers, Automatic or Manual:

® You can let the software discover and add the controllers automatically as they are signed on in the
field. This is the typical method. See “Signing on Controllers (Task 9)" on page 24.

® You can use the controller's MAC address and manually create a controller in the hardware tree with
that MAC address and when that controller is recognized online it will be matched with the controller
configuration in the hardware tree with that same MAC address. Follow instructions below:

e Click on the Hardware bar in the left column to display the hardware tree in the display panel if it is
not already displayed. Expand the Hardware folder (In this example it is named CompanyName), if

needed, to see the routers.

* Right click the Wi-Q Gateway you are assigning the Controller to in the hardware tree and select

Wi-Q Controller -> New.

Figure 47 Wi-Q Controller
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e Enter the controller name and description.

e Enter the MAC address of the controller in the appropriate field.

e Configure the controller as described in the following sections.

e Click Save and Close in the upper left hand corner of the Wi-Q Controller dialog box to finish. The
new controller will appear in the hardware tree.

Once the controllers are signed on in the field they should appear in the hardware tree under the Wi-Q Wi-Q
Gateways they are assigned to. Now they need to be enabled and configured.
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Selecting a Wi-Q Controller

Figure 48 Selecting a Wi-Q Controller to Configure
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1  Click on the Hardware pane in the left column to display the hardware tree in the display panel and
expand the folders, as required, to see the controllers under the Wi-Q Gateways.

2 Right click the controller you are configuring and select Edit, or double click the controller icon.
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Configuring Wi-Q Controllers - Communications Tab

Figure 49  Configuring Wi-Q Controllers - Communications Tab
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1 Click the Enabled check box to allow communications.

At this point your Wi-Q controllers have had the minimum configuration to begin operation with the
factory defaults. The Wi-Q card readers still need to have card formats assigned. You can click Save
and Close or continue to change the defaults. For additional configuration, please see “Configuring
the Wi-Q Doors and Readers” on page 73.

2 Click the Communications tab. By default all of the channels are selected so that a newly installed
controller can search through the channels to find a Wi-Q Gateway. Once a controller has found a
Wi-Q Gateway, it will continue to use that channel and not search through the channels again unless
communications is lost. Generally all of the channels are left selected on the controller and specific
channels selected on the Wi-Q Gateway.

3 The Beacon Time is how often (in seconds) the controller turns on its radio and exchanges messages
with its Wi-Q Gateway. Since the controller downloads all of the ID credentials, schedules, etc. to
memory, there is no need to be in constant contact. The default is 60 seconds (1 minute), but a value of
10 seconds to 255 seconds (4.25 minutes) may be entered. Keep in mind, the more frequent the beacon
time, the more battery power used, so it is not recommended to set it lower than 60 seconds.

4  The Beacon Offline Count is multiplied with the Beacon Time to give a value that is used by the Wi-Q
Gateway to time-out its efforts to establish contact with the controller, after which the Wi-Q Gateway
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kicks the controller offline and reports the controller as offline to the router. In this example, with a
Beacon Time of 60 Sec. times a Beacon Offline Count of 5, it would be 300 Sec. or 5 minutes.

Configuring Wi-Q Controllers - Journaling Tab

Figure 50  Configuring Wi-Q Controllers - Journaling Tab
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1 Click the Journaling Tab.

2 By default, the journaling of statistics is not enabled. If statistics (battery level, signal strength, etc.) are
desired, select the Enabled check box and enter a value in the Statistics Update Interval box. To reduce
traffic and conserve journaling space, it is not necessary to continually upload the statistics, so choose
a large value. The default value is 86400 seconds which is 24 hours.

3 Click the Configure button in the Transactions box to display the transaction dialog box.
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Figure 51  Configuring Wi-Q Controllers - Transactions Dialog Box
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Select the desired transactions in the transactions column and set their priority in the priority column.

Transactions are events that occur at the door that can be reported to the system. This means that
when an event occurs, that is enabled and set to priority, the controller turns on its radio and reports
it immediately, regardless of the Beacon setting for uploads. If you uncheck priority for an event, it
is going to wait for the regular upload as set by the Beacon setting. Not all events may apply to all
installations, so they can be disabled by unchecking their check box in the transactions column.

Once the transactions are configured, click OK to return to the controller dialog box.

The following additional tabs are available, but no configuration changes are required at this time. See
www.swhouse.com for more information.

e General Tab — This tab is auto filled with general information once communications start and can
not be changed.

e Triggers Tab — Assigns an action if certain events are detected.
e Status Tab — Shows the Communications status, battery level, etc. for the controller.

e State Images Tab — Displays the icons that will appear in C:CURE monitoring programs.
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6 Click Save and Close in the upper left hand corner of the Wi-Q Controller dialog box to finish.

Options Available when right clicking on the Segment

Right clicking on an item (not a folder) in the hardware tree will provide the following additional options.

e Segment -> Delete — Allows a segment to be deleted if no Wi-Q Gateways or controllers are associated
with it.

Figure 52 Segment Right Click Options
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e Portal -> Delete — Allows a Wi-Q Gateway to be deleted if no controllers are associated with it.

e Portal -> Partial Download — Sends a partial download of data to a Wi-Q Gateway.

* Portal -> Full Download — Sends a full download of data to a Wi-Q Gateway.

e Portal -> Reset — Resets a Wi-Q Gateway.

e Portal -> Firmware Update — Updates firmware.

* Portal->Navigate — Opens up the gateway web login page

Figure 53  Portal Right Click Options
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e Router -> Delete — Allows a router to be deleted if no Wi-Q Gateways are associated with it.

® Router -> View Network Portals — Displays the Wi-Q Gateways that are on the network.

Figure 54  Router Right Click Options
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e Controller -> Full Download — Sends a full download to the associated controller.

e Controller -> Delete — Deletes a controller.

e Controller -> Reset — Resets a controller.

Controller -> Deep Reset — Sends a deep reset to a controller and returns it to its factory default state.

e Controller -> Remove Association — Removes the association between the Wi-Q Controller and Wi-Q
Wi-Q Gateway.

e Controller -> Firmware Update — Updates firmware.

Figure 55 Wi-Q Controller

4 5 wiaQ
a Wi-Q Segmer

a % wiQ Router

s

> jil WiQ Segmentl

4 b= WiiQ Por

3

PHR X

Edit
Delete

Set property
Add to group

Export selection...

Find in Audit Log...

Find in Journal...

Partial Download...

% Options & Tools @ Full Download...

— ) Reset..

@ \Rdec H Firmware Update...

* General Purpose Int [B]  Navigate...

m Perconnel F Wi-C Controller 3 | Mew

A

Mew Template

Software Configuration

72



¢ Door -> Lockout (Secure) — Locked door mode.
¢ Door -> Unlock — Overrides the door mode to unlock.
* Door -> Momentary Unlock — Unlocks the door for the configured operation time.

¢ Door -> Restore to Normal — Restores door to the current active door mode

Figure 56 Door Right Click Options
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Configuring the Software (Task 10)

In this section, you will find additional notes for configuring C:CURE Wi-Q Doors and Readers, Card Formats,
Door Modes, adding the programmer and manager options, creating personnel credential and assigning
clearances.

You will also find information about Firmware Updates in the C:CURE Wi-Q Interface Configuration Tool.
Finally, you will be provided with a term comparison chart of events/transactions that are viewable in
C-CURE Wi-Q Alarm Monitoring and the Controllers tab of C:CURE Wi-Q software.

Configuring the Wi-Q Doors and Readers

C-CURE hardware has 3 separate components; a controller, a door and a reader. The Wi-Q hardware, on

the other hand, combines these components into a single unit. When a Wi-Q controller is signed on, the
software automatically creates a door and a reader component under the parent controller for configuration
purposes.
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Selecting and Configuring a Wi-Q Door

Figure 57  Selecting a Wi-Q Door
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1 Click on the Hardware pane in the left column to display the hardware tree in the display panel and
expand the folders, as required, to see the door component under its associated controller.

2 Right click the door controller you are configuring and select Edit, or double click the controller icon.
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Figure 58 Timing
Wi-Q Door - WDC 272f [Door] =R

ig Save and Close

Name: |WDC 272 [Door]
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General | Timing | Modes | Groups | Triggers | Statu5|

Unleck Time (seconds): (3 =
Shunt Time (seconds): 3

IUnlock Delay (seconds): |0 =

=]
]

Shunt Delay (seconds):

Click the Timing Tab.
4  Enter values for the following fields:

¢ UnlockTime — The length of time the latch stays unlocked regardless of door position. The default
is 3 seconds.

e Shunt Time — The length of time, after the latch opens, that you have to close the door before
door open events are generated. The default is 3 seconds. Increasing this allows more time to move
through the door, say if you were using a wheel chair or moving objects.

¢ Unlock Delay — The length of time between the door recognizing a valid entry and when the latch
actually unlocks. Optional. Using a value here will allow time to get to a door if the keypad/reader
were located at a distance from the door, say at the foot of a ramp, or if a guard needs to visually
verify the user before the door opens.

e Shunt Delay — The length of time until the Shunt Delay starts.
5 Click the Modes Tab.

75 Software Configuration



Figure 59  Configuring a Wi-Q Door - Modes Tab

Wi-Q Door - WDC Prox [Door) — >
B Save and Close

Name: 'WDC Prox [Door]

Description:

General Timng Modes Groups Triggers Status

Default Door Mode: | Credential Required (25) )

Lockout (30)
|Credertial and PIN Required (26)
Card and PIN Required (26)
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Card Required (25)
Modes Facilty Card (20)
Toggle PIN Required (11)
MName Description | Toggle (10)
Unlock with Credential, PIN Reguired (6)
Unlock with Cand 1D, PIN Required (E)
Unlock with Credential (5

Unlock with Card ID Re
Unlock with Segment Card (4)
Unlock (0)

6 Select the desired default door mode from the drop down list. This will be the default door mode when
no schedule is active at the door. ID Required is the initial default setting. See the table - "“Door Mode
Priority Levels” on page 77 for an explanation of the available door modes.

It is the default door mode when a clearance schedule is active, but no door mode is active at the door.
The Unlock with Credential Authority Allowed will be configured at the Wi-Q Door level.

The following additional tabs are available, but no configuration changes are required at this time. See
www.swhouse.com for more information.

® General Tab — This tab shows the controller associated with the door and can not be changed.
e Groups Tab — Displays the groups that this door belongs to.

e Triggers Tab — Assigns an action if certain events are detected. You must select “Wi-Q Override
Access Level” under “Action” to generate Wi-Q options.

e Status Tab — Shows the current status of the door and can not be changed.

7 Click Save and Close in the upper left hand corner of the Wi-Q Door dialog box to finish.
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Door Mode Priority Levels

Priority | Mode What it does ...

30 Lockout Only users with special permissions are granted access, such as a manager

or programmer. The most secure level, used to lock-down a facility.

26 Credential and After using an credential (card or keypad), a PIN must be entered in the
PIN Required keypad to validate it.

26 Card ID and Only accepts a card, and a PIN must be entered in the keypad to validate
Pin Required it.

25 Credential Accepts card or keypad to validate the credential.
Required

25 Card Required Locks out the keypad and only accepts a card.

20 Facility Card Only looks for a facility code on a card without regard to the assigned

user.

N Toggle, Each use of any valid ID will toggle the door between lock and unlock,
PIN Required and a PIN must be entered in the keypad to validate the ID.

10 Toggle Each use of any valid ID will toggle the door between lock and unlock.

6 Unlock with Any credential (card or keypad) will unlock the door and it will stay
Credential, unlocked, and a PIN must be entered in the keypad to validate the
Pin Required credential.

6 Unlock with Only accepts a card, and a PIN must be entered in the keypad to unlock
Card ID and PIN the door and it will stay unlocked.
Required

5 Unlock with Any credential (card or keypad) will unlock the door and it will stay
Credential unlocked.

5 Unlock with Card | Accepts only cards to unlock the door and it stay unlocked.
ID Required

0 Unlock The door is unlocked, anyone can open it.

77




Selecting and Configuring a Wi-Q Reader

Figure 60 Selecting a Wi-Q Reader
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1 Click on the Hardware pane in the left column to display the hardware tree in the display panel and
expand the folders, as required, to see the reader component under its associated controller.

2 Right click the door reader you are configuring and select Edit, or double click the reader icon.
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Figure 61  Configuring a Wi-Q Door Reader
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3 Click the Card Format tab and click the Add button to display the Card Format Dialog Box.

4  Select a previously defined card format from the list. More than one format may be selected by
Alt.-clicking the desired formats.

Note Maximum number of card formats that can be entered into the reader is 7.
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The following additional tabs are available, but no configuration changes are required at this time. See
www.swhouse.com for more information.

e General Tab — This tab shows the controller associated with the reader and can not be changed.

e Miscellaneous — Displays information about the Wiegand device if selected. Only applies to WAC
hardware types.

® Groups Tab — Displays the groups that this reader belongs to.

5 Click Save and Close in the upper left hand corner of the Wi-Q Reader dialog box to finish.
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Selecting and Configuring a Card Format

Figure 62  Selecting the Card Format Dialog Box
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1 Click on the Card Formats and Keys button in the left column and select Card Format from the drop-
down menu at the top.

2 Click the New button next to the drop-down menu and select the desired named template. If there are
no named templates in the list, you must first select New -> Template to create and save at least one
named template.
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Creating a Magnetic Card Format

Figure 63 Creating a Magnetic Card Format - General Tab
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1  Enter the card format name and description.
2 (Click the General tab.

3 Select the Ellipsis button to the right of the CHUID Format box and select Card Only. This applies to all
Wi-Q readers that accepts cards.

4  Click the Magnetic card type radio button.
Enter the total length of the data on the card including any format characters.
Note On magnetic cards the data format has 3 invisible characters, a start character at the beginning,

with an end character and a check sum at the end. These 3 extra characters must be included in the
data length. So if the data fields add up to 12 characters long, the data length would be 15.

6  Areverse swipe is not supported in the Wi-Q hardware, so the reverse swipe settings can be ignored.

7 Click the Format tab.
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Figure 64 Creating a Magnetic Card format - Format Tab
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8  Click the Add button for a new data field and select the Field Type from the drop down menu.

9  Enter the start position, length of the data field, and the end position.

Note The card format has an invisible start character at the beginning in position 1, so the start position
of the first field is 2.

10 If a default value needs to be entered, double click in the values data field and an Ellipsis button will
appear to the right of it. Clicking this button will bring up a Values dialog box. Enter a single value in
the dialog box list and save. The value will appear in the Values column. In this example a facility code
of 12345 is entered.

Note Wi-Q only supports a single value in the Values data field.

11 Click the Add button to list additional data fields and then enter their start positions, length and end
positions (and default values if applicable).

Note TheWi-Q controllers only use the Facility Code, Card Number and Issue Code data fields. Any
additional data is ignored by the controllers.

Note The end position of the last data field must be at least 2 less than the total data length entered in
the general tab to allow for the end and the check sum characters.

12 Click Save and Close in the upper left hand corner of the Card Format dialog box to finish.
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Creating a Proximity Card Format

Figure 65 Creating a Proximity Card Format - General Tab
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1  Enter the card format name and description.

Click the General tab.

Select the Ellipsis button to the right of the CHUID Format box and select Card Only. This applies to all

Wi-Q readers that accepts cards.
Click the Wiegand/Proximity card type radio button.

Enter the total length of the data on the card in bits.

N O vl B

Click the Format tab.

Software Configuration

A reverse swipe is not applicable to a Proximity card, so the reverse swipe settings can be ignored.
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Figure 66  Creating a Proximity Card format - Format Tab
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Click the Add button for a new data field and select the Field Type from the drop down menu.
Enter the start position, length of the data field, and the end position.
Note On Proximity cards, the start position of the first field is 2.

10 If a default value needs to be entered, double click in the values data field and an Ellipsis button will
appear to the right of it. Clicking this button will bring up a Values dialog box. Enter a single value in
the dialog box list and save. The value will appear in the Values column.

Note Wi-Q only supports a single value in the Values data field.

11 Click the Add button to list additional data fields and then enter their start positions, length and end
positions (and default values if applicable).

Note The Wi-Q controllers only use the Facility Code, Card Number and Issue Code data fields. Any
additional data is ignored by the controllers.

12 Click Save and Close in the upper left hand corner of the Card Format dialog box to finish.
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Adding Wi-Q Door Modes

Figure 67 Adding a New Wi-Q Door Mode.
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1 Click on the Hardware pane in the left column to display the hardware tree in the display panel if it is
not already displayed.

2 Right click the Hardware folder in the hardware tree (In this example it is named CompanyName) and
select Wi-Q Door Mode -> New. A new Wi-Q door modes folder is created under the Hardware folder
and a Door Mode dialog box appears.

Software Configuration
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Figure 68  Assigning a Wi-Q Door Mode
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Enter the door mode name and description.
Click the Add button to enter a new row of door mode data fields.

Select the Door field, pause, and then click again. Click the drop down button that appears to the right
of the field and select a door from the list of signed on doors in the dialog box that appears.

Select the Schedule field, pause, and then click again. Click the Ellipsis button that appears to the right
of the field and select a schedule from the list in the dialog box that appears. Schedules are basically
blocks of time.

Note To create schedules, see the appropriate C:CURE 9000 Manual on www.swhouse.com.

5

7

Select the Access field, pause, and then click again. Click the Ellipsis button that appears to the right of
the field. From the list in the dialog box that appears, select the Door Mode that applies to the selected
schedule. The drop down menu will close and the selected mode will be filled into the Access field.

If desired, select the Priority check box to increase the priority level of this access door mode as
described in “Door Mode Priority Levels” on page 88.

Select the Manager override check box to give managers all access privileges.

Note During the highest priority door mode — Lockout, only a programmer’s credential is granted access.

By checking Manager override, the same level of access is granted to credentials designated as
managers.

Note Personnel must be added to the Programmer or Manager group to enable this option.
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Door Mode Priority Levels

There are 13 door modes and each is ranked by a priority level from 30 (most secure) to zero (least secure).
If the door has been mistakenly or intentionally set with overlapping schedules with different door modes,
the door will be set to the door mode with the highest priority level.

If the priority check box has been selected for a given door mode, it then goes to the top of the list and
becomes the highest priority level. If multiple door modes have their priority check boxes selected, they all
go to the top of the list and are sorted among themselves according to their original priority rankings. You
can think of checking the priority check box as adding 30 to a door mode’s original level of priority. If a level
6 door mode is checked as priority, you can think of it as a level 36 and would now be the highest priority,
but if later a level 11 is checked as priority, it becomes a level 41 and is now the highest level over the level
36 and so on. A level 10 checked would become a level 40 and be ranked between the two.

Door Mode Priority Levels

Priority [ Mode What it does ...

30 Lockout Only users with special permissions are granted access, such as a manager

or programmer. The most secure level, used to lock-down a facility.

26 Credential and After using an credential (card or keypad), a PIN must be entered in the
PIN Required keypad to validate it.

26 Card ID and Only accepts a card, and a PIN must be entered in the keypad to validate
Pin Required it.

25 Credential Accepts card or keypad to validate the credential.
Required

25 Card Required Locks out the keypad and only accepts a card.

20 Facility Card Only looks for a facility code on a card without regard to the assigned

user.

" Toggle, Each use of any valid ID will toggle the door between lock and unlock,
PIN Required and a PIN must be entered in the keypad to validate the ID.

10 Toggle Each use of any valid ID will toggle the door between lock and unlock.

6 Unlock with Any credential (card or keypad) will unlock the door and it will stay
Credential and unlocked, and a PIN must be entered in the keypad to validate the
Pin Required credential.

6 Unlock with Only accepts a card, and a PIN must be entered in the keypad to unlock
Card ID and PIN the door and it will stay unlocked.
Required

5 Unlock with Any credential (card or keypad) will unlock the door and it will stay
Credential unlocked.

5 Unlock with Card | Accepts only cards to unlock the door and it stay unlocked.
ID Required

0 Unlock The door is unlocked, anyone can open it.

88



Configuring Events with Wi-Q Hardware

The default Event Actions in C-Cure are not supported by Wi-Q Hardware. A Wi-Q specific Action, named
"Wi-Q Override Access Level", has been added to the list of selectable Actions when creating an Event. This
allows Triggers to, upon activation, override the current door mode of a Wi-Q door.

Note Wi-Q devices are visible and selectable for default C-Cure Actions, such as Momentary Unlock Door,

however, as stated above, these Actions will not function if a Wi-Q device is selected.

Note The use of Triggers has remained unchanged, and can be configured to perform any Action that

follows the previously stated restrictions.

Note Every other part of events and triggers work the same as in C-CURE.

Figure 69 Adding an Event for use with the Wi-Q Hardware
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1 Click on the Configuration button in the left column.

2 Select Event from the Configuration drop down menu at the top and click the New button to the left.
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Figure 70 New Event Dialog Box
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3 Enter the event name and description.
4 Click the Enabled check box to allow communications.

5 Click the Action tab.

Figure 71  Event Dialog Box - Action Tab
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6 Click the Add button to add a new event row.

7 Select Wi-Q Override Access Level from the Action column drop down menu and the Door / Door

Group and Override Door Mode fields will appear at the bottom of the dialog box.

Software Configuration
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Figure 72 Event Dialog Box - Override Door Mode
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8  Click the Ellipsis button next to Door / Door Group field and select the desired door or door group from
the dialog box that appears.

9 Select a new Door mode priority level from the Override Door Mode drop down menu.
Adding Programmer and Manager to the Personnel Types

In order to make personnel managers or programmers, they must be added to either the Managers or
Programmers group, which were created during the Wi-Q Interface Software installation.

Adding Unlock with Credential, Passage Mode, and Deadbolt Authority to the
Personnel Types

In order to give personnel Unlock with ID and/or Passage Mode Authority, they must be added to the Unlock
with Credential and/or Passage Mode Authority groups, which were created during the Wi-Q Interface
Software installation.
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Wi-Q Considerations when Creating Personnel Credentials

Figure 73  Selecting the Personnel Dialog Box
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1 Click on the Personnel button in the left column.

2 Select Personnel from the Personnel drop down menu at the top and click the New button to the left.
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Figure 74  Personnel Dialog Box - General Tab
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[ Alternate Shunt (ADA)

[ PIN Exempt (D4 Escort Optians

O Escort Option: | None ~
MNeticed

[ Antipassback Exempt PIN

Activates Antipassback Event PIN: [eass

[ Keypad Commands Administrator
Modification History
[ Intrusicn Zone Administrator
Last edited on:

[ Inactivity Exempt

Click the General tab.
Fill in the users personal information.
In the Personnel Type field click the Ellipsis button and select the personnel type.

In the Operator field click the Ellipsis button and select the operator name if applicable.

g B W N =

Enter a PIN (Personnel Identification Number), if one is to be assigned, to authenticate a card (or
keypad) entry ID using a keypad. Only assign a PIN here if your readers have keypads. The PIN is not
shown as it is entered, but when moving to another field, a dialog box appears to confirm the PIN.

6 The following are options that are supported:
e General tab->Options box->Disabled (disables user)

e General tab->Options box->Alternate Shunt (if this is checked, the OverrideOperateTime and
OverrideShuntTime will be set to the values defined in the Interface.dll.config file)

e General tab->PIN (used for pin value if general pin is being used)

e Credentials tab->Card Number, Issue Code, Expiration (translated to Wi-Q)
¢ Credentials tab->Card Status Lost, Stolen, Disabled (removes user)

e Credentials tab->PIN Credential (used if not general pin used)

e Credentials tab->Access Type (only Card Access and PIN Only)

e All of the Clearances tab.

For more information on options and the PIN, see the appropriate C:CURE 9000 Manual on
www.swhouse.com.
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7 Click the Credentials tab.

Figure 75 The Personnel Dialog Box - Credentials Tab

2 Personnel - - O x
E Save and Close % Save and New E Save | Current View: Default Personnel Edit View A
General Credentisls Clearances Customer Customer Extended Images Badging Custom Clearance Previous Doors  Userdefined Fields Documents Personnel Triggers  Web and Mobile
2= Add Card Access Add PIN Only Access Remove Validate CHUID Uniqueness . Assign Temporary | 0 Lost and 0 Stolen Cards
Credential Id Card Number Access Type CHUID Format Credential Status

General  |Jserdsfined Fields

Standard Fields Card Status
Card Number: l:l Activation:
Facility Code: Expiration
Issue Code: Badge Layout: l:l
Extended Fields
Agency Code: Cardlnt1:
System Code: CardInt2:
Credential Series: Cardlnt3:
Credential Issue: Cardlnté:
HMAC CHUID
PIN Credential Miscellaneous
Auto Generate. Personnel Identifier: Organizational Category:
PIN Association Category Organizational dentifier:

1 Click the Add Card Access button above the Credential List box at the top and enter the card number
in the Card Number field. It will automatically fill in the Card Number field in the Standard Fields box
when you move to a new field.

2 Enter the Facility Code and the Issue Code in the Standard Fields box. The card number, facility code
and issue code are the data contained on the card.

Click the Add Card Access button above the Credential List box at the top to add more cards.

4  To use a keypad entry, click the Add PIN Only Access button above the Credential List box at the top
and click the Auto Generate button in the PIN Credential box in the lower left corner. This generates the
keypad PIN credential, where the PIN under the General tab is the authentication PIN for either a card
or keypad entry.

Note Wi-Q only supports one keypad PIN credential.
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Note The Add PIN Only Access buttons and Auto Generate button are only available when enabled
in the C:CURE 9000 software. See “Enabling Keypads for Wi-Q in C:CURE 9000” on page 99. See
the appropriate C:CURE 9000 Manual on www.swhouse.com for information on the other fields in
the Personnel dialog box.

5 Click the Clearances tab.

Figure 76  Personnel Dialog Box - Clearances Tab

2 Personnel -

E Save and Close E Save and New E Save | Current View: Default Personnel Edit View

General Credentisls Clearances Customer Customer Extended Images Badging Custom Clearance  Previous Doors Usu'dd‘hed Felds Documents Personnel Triggers Web and Mobile
Name Selection n

Cleararces

*= Add... = Remove

Object Selection l

Select Type: |Cearance
Clearance Name De = | El Notes
Name starts with: )
EEY
Drag columns to Group by here
bl | Name 4 | Description h‘
Click here to filier dats [=]

=]

Clesrance Fitter Level: | Clearance Fiter Level 1 v

Click the Add ... button below the Clearances box to display the Clearance dialog box.
Select the clearances to assign to this user. Shift-click or Alt.-click to select multiple clearances.

Click the OK button in the header of the Clearance dialog box. The dialog box will close and the
assigned clearances will appear as a list in the clearances box.

9 Click Save and Close in the upper left hand corner of the Personnel dialog box to finish.
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Adding the Programmer and Manager Personnel Types

1 Select the Configuration Navigation pane.

Figure 77  Selecting the Configuraion Navigation Pane

o] ]
TiNew - [Group e mwv@D%V a2l Count: 11
Search
R Drag columns to group by here
Name Deseription

All Doors Group Default all doors group
Description All Inputs Group Default all inputs group
[ All Qutputs Group Default all outputs group

All ireas Group
Template: 7]

All Events Group

Default all areas group

Default all events group

All Elevators Group

Default all elevators oroup

All Floors Group
All Readers Group

Defauit all floors grovp

Default all readers group

All Partitions Group
Wi-Q Programmers

Default all partitions group

Wi-Q Managers

Adding 2 Person to this Group, will cause their credentials to be sentto the Portal s Programmer credentials

Adiding 2 Person to this Group, will cause their credentials to be sent o the Portal 35 Manager credentials

2 Select Group from the drop down menu and click the green arrow button.

3 Edit the Wi-Q Programmers/Wi-Q Managers Group to add the personnel to the group.

Figure 78 Edit Wi-Q Programmers/Wi-Q Managers Group

[y Group - Wi-Q Programmers

-

== 82

E Save and Close E Save and New

Name:  Wi-Q Programmers

User, Programmer

Description:  Adding a Person to this Group, will cause their credentials to be sent tothe -
Portal a5 Programmer credertials
I General
Group Type: |Personnel
Objects in Group
*= Add... =4 Remove
MName Description

4  Select the Add button and select the personnel to be made a Programmer/Manager.

Software Configuration
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5 Select the Save and Close button.

Creating Clearances

Figure 79  Selecting the Clearances Dialog Box

Operator

2l
‘NEW"

Help

Perzonnel w

C.CURE 9000 - Administration Station (vmware):

Personnel

B -

Quick

Personnel
First Namd
Last Name
Middle Na

Mame:

Access Request
Access Request Site
Badge Layout
Check-in Site
CHUID Format

Credential

Custom Clearance
Guard Tour

Guard Tour Scheduling
Images

Personnel

Personnel Type
Personnel Views

Email Addl]

Visit
Visit Site

!

1 Click on the Personnel button in the left column.

2 Select Clearance from the Personnel drop down menu at the top and click the New button to the left.
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Figure 80 The Clearances Dialog Box - Doors Tab

4

|l Save and Close {5 Save and New

Name: |

Description: ‘

Name Selection B

General Doors Eley  Obiject Selection
Select Type: [Door |

Doors and Door Grouy

[ )

S pdd 2,y Rema Name starts with:
DoorGowp & ia W (T[] E
) Drag eolumns io Group by here
Name [ Description =
= = -
\WDC Prax [Dor]
=

Enter the clearance name and a description.
Click the Doors tab.
Click the Add button at the top of the Doors and Door Group box to add a door.

S v AW

Click in the Door Name field and then click the Ellipsis button that appears to the right, to display the
Door dialog box. (This step is required only during editing an existing Door in the Door Name field.)

7  Select an individual door or a door group from the list. The dialog box will close and the door name will
be filled into the Door Name field, and if it is a group, the Door Group check box is checked.

Note Click the icon depicting two pages in the top header of the Door dialog box to display the door
groups in the list. The icon depicting a single page toggles between showing groups and single
items.

8  Click in the Schedule field and then click the Ellipsis button that appears to the right, to get the
Schedule dialog box. (This step is required only during editing an existing Schedule in the Door
Schedule field.)

9 Select a schedule from the list. The dialog box will close and the schedule name will be filled into the
Door Schedule field.

10 Click the Add button again to include additional doors and proceed with steps 4 through 7. Click the
Add button as many times as needed, but it is more efficient if door groups have been created. See
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Groups in the appropriate C:CURE 9000 Manual on www.swhouse.com for information on creating

door groups.

11 Click Save and Close in the upper left hand corner of the dialog box to finish.

Enabling Keypads for Wi-Q in C:CURE 9000

Figure 81

Selecting the CHUID Format

C.CURE 9000 - Administration Station (vmware)i[DESKTOP-RELH401]

Operator  Help

Personnel
[t Mew  ~ | CHUID Format v -

Quick

Template: |Custom Clearance

Access Request
Access Request Site
Badge Layout
Check-in Site

f CHUID Format

Name: Clearance .

Credential

Guard Tour

Guard Tour Scheduling
Images

Personnel

Personnel Type
Personnel Views

Visit

Wisit Site

Advanced

& Personnel r(‘:h Clearance Iy if:‘: CHUID Format X

views - 63 22 [ B2 ¥ a2 D»

‘ Drag columns to group by here

Name Description

Card Only Card Only 32
Bit Unique
|dentifier

10

1

Click on the Personnel navigation pane in the left column.

2 Select CHUID Format from the Personnel drop down menu at the top and click the Down arrow next to
New button and select PIN Only Template.

Figure 82  Selecting the CHUID Format

Template

----Templates

Card Only 64 Template

Card Only Template

Card-Facility Template

Card-Facility-lssue Template

Full FASC-M CHUID Farmat (200 bit) Template
Government Template

Government-HMAC Template

PIN Only Template

PIVI CHUID Format (128-bit) Template
PIVII CHUID Format (75 bit) Template
SmartlD 128 Template
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Figure 83 Enabling Keypad Credential

CHUID Format (Creating from PIN Only Template) - - s

H Save and Close |_|\_| Create Copy

Name: |

Description: | PIN-Only Unique |dentifier

[ Enabled
General
CHUID Length: 10 Used by 128 bit SmartlD
CHUID Format Type: | PIN Ornly

[] Use this format to decipher unknown CHUIDs in Journal

CHUID Fields
Add Remove |v&| Validate Fields Move up Move Down
Id Field Name Length Start Position End Position
v [ cord Number v|10 1 10

Enter "Wi-Q Keypad Credential” in Name field.

3
4  Enter "Keypad Credential” in Description field.
5 Check the Enabled check box.

6

Click Save and Close in the upper left hand corner of the dialog box to finish.

Note Both the Keypad Credential length and length of a PIN on the General tab of the Personnel
configuration form are set by the PIN Length value in the System Variables. They will always be the
same. This value can be viewed, but not changed on the Segment configuration form. If the PIN
Length in System Variables is ever reduced in value, keypad credentials will not function until a full
download is performed by the user or a new Keypad Credential is generated for the user in the
Personal Configuration form.
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Firmware Updates

Firmware updates will be sent to you periodically by Stanley Technical Support. These files should be stored
locally. Please complete the following steps using the locally stored file:

Adding Firmware Files to the Interface
1 Navigate to the Hardware Pane.
2 Right click the root of the Hardware Tree.

3 Select Wi-Q Firmware -> New.

Figure 84 New Wi-Q Firmware

Explorer Bar

INew ~ IHardware Folder 'I >
HodwareTree | Search | 0 dwar.., ¥

4  Hardw===- e
> B3 Refresh Tree
B LS| Hardwarest... ¥
> EI@ wiQControlerLicense  »
I |@ Wi-Q Firmware » | New a
[} Hardware Folder »
_ \lJ ReaderLCD Message Set  » & Servers
v B = Floor b @ Cameras
i~ (8 1SC Comm Port ’ & Tours
“ &, cCTV Switches
“ Wi-Q Segments ‘ﬁ,i CCTV Cameras
8 Test Segment 187050 G : PR
L]
4 o Local 81 B Views
4 = PG 31
a4 I Controller 001415402 |
Zrrreeree ExternalAppl... ¥

4  Enter name and description.
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Figure 85 Wi-Q Firmware

@ Wi-Q Firmware - WDC Firmware 3.2.5 —_ (] x
E Save and Close

Name: |WDC Firmware 3.2.5 |

Description: |Door controller fimware version 3.2.5

Firmware

Firmware File: |C:\Users\vmwarE\Documerﬁs\Firmwares\WDC\ControllerVersion\Wileless\Finﬂware bo:| | ... |

Version: |3.02.005 Device Type: |WDC |

5 Click on Ellipsis button to open the Windows Explorer. Select the firmware file to be uploaded and click
Open button.

6 Select Save and Close.

Note After the first firmware file is created, a new folder called Wi-Q Firmware will be added to the
Hardware tree, and all firmware files in the interface will stored here.

Figure 86  Wi-Q Firmware

Operator Help
Hardware
=1 New ~ |Hardware Folder ~ v
Hardware Tree | Search
4 | Hardware
> [ Digital Certificates
I 7 Unassigned
B WA License
51 CompanyMName
4 (5 wiq
1 \wi-Q Door Modes
4 | Wi-0 Segments
5 WiQ Segmentl
a4 2 Wi Router
4 f WiQ Portal
4 @& 'WDC Prox
[ WDC Prox [Door]
i = WDC Prox [Reader]
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Download the Firmware

1 In the hardware tree, right-click an enabled controller or Wi-Q Gateway.

Figure 87 Hardware Tree

Hardware

» * | Wi-Q Controller

Hardware Tree
4 Hardware

3 Unassigned
Wi-Q License

4 3 wiQ

a4 5, WiQ Route
4 & WD

i

- [ Digital Certificates

Wi-Q Firmware

[ CompanyName

Wi-Q Door Modes
Wi-Q Segments

T

4 WiQ Portal

VEK X

@ Video H— Full Download...
; J' General Purpose Ii Deep Reset...
m {6) Reset..
H Remove Association...
-,y Hardware B Firmware Update...

/M

- ~ | Views
Search

Drag

Y Cle

Edit

Delete

Set property

Add to group
Export selection...

Find in Audit Log...

Find in Journal...

2 Choose Firmware Update and select the firmware file to download from the list of compatible files.

3 The device will reset upon completion of the firmware download.

Viewing the Firmware Download

1 Navigate to the Data Views Pane.

2 Select Dynamic View from the drop down menu.

3 Select Dynamic View from the drop-down menu at the top and click the New button to the left.
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Figure 88 Controller Firmware

[74] Dynamic View - Controller Firmware

|l save and Close [ Create Copy

Name: ‘Curl.n:ler Firmware

Description: |C, ller firmwane d

*= Add =, Remove _§ Up “3 Down

General
- =]
Query: | | = |E
[] Make default view [[] Display in card view
B41 Show toolbar [4] Enable context menu

Column property Hidden Justfication Foreground color ~ Header fort Sort Edtable Initially group
Name O |Left | Black None ~| O O
Description O |Lek ~ | Black None ~« O ]
3 Left ~ None ~
Firmware Reprogram Version O |Left ~ | Black None ~ O |
Fimmware Reprogram In Progress (| ~ | Black None «| O [
Firmware Version O L& ~ | Black None vl O ]
Online O ~ | Black None ~| O O

4  Name this dynamic view ‘Controller Firmware' with a description of ‘Displays Firmware Download
Information for Wi-Q Controllers.

Select the Add button.

0 N o wv

Choose the Column property to be Name.

e Firmware Reprogram In Progress

e Firmware Reprogram Status

® Firmware Reprogram Version

e Firmware Version

e Online

Software Configuration

Select the View type to be Wi-Q Controller.

Continue to add the following column properties:
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9 Select the formatting for each of the columns.
10 Select Save and Close when finished.

11 Double click the new Dynamic view (or right-click it and select View).

12 You may view the entire status of the firmware download as it occurs. Ensure that, when complete, the

Firmware Version and the Firmware Reprogram Version are the same.

Figure 89  Controller Firmware

N =Iolx
E Default ApplicationLayout 2 Personnel (‘.h Clearance E Dynamic View I Controller Firmware X -
= - =
w - 2D BEY 0B —
Drag columns to group by here
Name ‘ Firmware Reprogram In Progress Firmware Reprogram Status Firmware Reprogram Yersion Firmware Yersion | Online
] WOC 272F 2 0% Transferring firmware file to controller  3.00.040 3.00.040 2

Note These steps can be repeated for the Wi-Q Portal view type with appropriate name and description

changes in order to observe a Wi-Q Gateway firmware reprogram.
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5

Troubleshooting

This section provides an overview on the Wi-Q Gateway status webpage. You can access the status
webpage for a specific Wi-Q Gateway in one of three ways and your browser will display the status of your
Wi-Q Gateway and associated devices. See Figure 90.

Launch the Portal Configuration tool and the list of Wi-Q Gateways online are displayed. Select the

hyperlink to open the webpage. See Figure 90.

Note This will be supported in upcoming releases. Please connect to WQXM-PG gateway Wi-Fi to get the
LAN IP address of the gateway.

* Type your desired Wi-Q Gateway's IP address directly into your internet browser.

* Right click on Router and select View Network Portals. Click on selected IP address.

Note This will be supported in upcoming releases.

Note For all C-:CURE 9000 troubleshooting, see www.swhouse.com for contact information.
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Figure 90 Wi-Q Gateway Status Webpage
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The Wi-Q Gateway Status webpage provides the following information:

1 Time of Last System Reboot
Last time Wi-Q Gateway was reset or rebooted.

2 Radio and Channel
Shows the channels allowed and channels assigned to Radios.
3 a) Associated Controllers on Gateway (Details section)
Number of associated controllers.
b) Wireless Controllers
Shows the details of the associated controllers.

4 MAC Address
MAC Address of Wi-Q Gateway.

5 Associate Time
Column shows the time that the Controller last associated with the Wi-Q Gateway.

6 Last Beacon Time
Column shows the time of the last Controller beacon.

7 Pending Operations %
Column shows progress percentage of pending operations.
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8 Firmware Version
Column shows the firmware version number of associated Controller.

9 Radio Channel
Column shows which radio the Controller is connecting to in the Wi-Q Gateway. Radio 18 is on the
right side of the Wi-Q Gateway and Radio 22 is on the left side of the Wi-Q Gateway.

10 Portal RSSI
Column shows the signal strength of the Controller as received at the Wi-Q Gateway. This signal
strength ranges from -18 (highest) to -91 (lowest).

11 Reader RSSI
Column shows the signal strength of the Wi-Q Gateway as received at the Controller. This signal
strength ranges from -18 (highest) to -91 (lowest).

12 FLAGS
Column shows the current operational status of the associated device.

13 Pending Message
Column shows the abbreviation of the message currently in operation.

14 Package Count
Displays the number of packages being sent to the controller.

Status Flags in the FLAGS Column

The following is a list of the bits in the FLAGS column and their corresponding Wi-Q Gateway status flags
and definitions.
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Note The typical Wi-Q device status code is 00032043. This is the example used in the chart below.

Bit Wi-Q Gateway Status Flag Definition
Right . Set when the Controller is first associated
END 3 |Bit0 CONTROLLER_IS_ASSOCIATED with the Portal.
Bit 1 CONTROLLER_IS_VALID Set ('iurlng association, after the Portal
receives a beacon from the Controller.
Set during association, cleared by Portal
Bit 2 CONTROLLER_CONFIG_REQUIRED | Communication Service after Controller
configuration.
Bit 3 CONTROLLER_ASSOC_PENDING_ | Set during association to indicate that Portal
LIF requires LIF (Lock Information Frame) data.
4 |Bita CONTROLLER_BEGIN_ Set when Portal first transmits data to the
TRANSMISSION Controller.
Bit 5 CONTROLLER_DEEP_RESET_ Portal must disassociate Controller when it
PENDING receives the next beacon.
Set when Controller interval assignment has
Bit 6 CONTROLLER_VALID_INTERVALS | been received from the PC Communication
Service.
Bit 7 NOT USED
_ CONTROLLER_RETRY_LIMIT Set when the retry I|m_|t on any command
0 |Bit8 has been hit; used to limit downloads to
EXCEEDED .
firmware only.
Bit 9 NOT USED
Bit 10 NOT USED
Bit 11 NOT USED
2 |Bit12 NOT USED
. CONTROLLER_PREFERRED_PG_ .
Bit 13 ENABLED Set when Controller is locked to the Portal.
it | CONTROLLER FRMWARE | SoL e e e e ot
PENDING_DN .
pending.
_ CONTROLLER_FIRMWARE._ Set when firmware update is schgduled
Bit 15 for the Controller, cleared when firmware
PENDING L
commit is sent.
3 |Bit16 CONTROLLER_REPORT_TIME Set during association and when report time
_UPDATED is updated.
Bit 17 | CONTROLLER_LIF_IS_VALID Set when a LIF beacon is received.
Left Bit 18-
END 31 NOT USED
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Update Flags in the PEND Column

At the bottom of the Gateway Status webpage is a list of the associated Wi-Q Controllers
and their attributes.

Figure 91  Wi-Q Gateway Status Webpage
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e ACRID - The Reader ID when the Wi-Q Gateway is in Mercury Mode with the
LP4502 Access Control Board. This field will be blank when Mercury Mode is not in
use.

e MACAddress — The Reader’s unique Media Access Control address that uniquely ad-
dresses the device on the network.

¢ Radio Channel - The channel the door controller is communicating on with the Gate-
way.

e Associate Time — The date and time the Wi-Q Door Controller associated with the
Gateway.

e Llast BeaconTime — The last date and time the Wi-Q Door Controller beaconed infor-
mation up to the Gateway.

e Pending Operations — Progress percentage of pending messages from the door con-
troller to the Gateway.

e Package Count - The number of pending messages in the current queue that the
Gateway has received from the Wi-Q Door Controller.

e  Firmware Version — The current version of door controller firmware on the Wi-Q De-
vice.

e  Portal RSSI — Portal RSSI is the how well the Gateway received a signal from the
Wi-Q Door Controller. The signal strength ranges from -18 (highest/best) to -91
(lowest/worst). Ideally, this value should be -75dB or better.

e Reader RSSI - Reader RSSI is the how well the Wi-Q Door Controller receives a sig-
nal from the Gateway. The signal strength ranges from -18 (highest/best) to -91
(lowest/worst). Ideally, this should be -65dB or better.

e Flags - The Flags indicate the device status. Common device statuses for Wi-Q
Controllers when they are connected to a Gateway are below:

o 010001 - Controller initial connection to the Gateway.
o 30207 - Controller connected to the Gateway and is waiting for segment up-
dates.
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30063 — Controller has a deep reset command pending.

30017 - Controller waiting to be pulled into the segment and has not received
segment updates.

30007 - Controller has received segment updates and is waiting in the “New
Segment Items” folder in Wi-Q AMS Configuration software.

30043 - Controller is signed in to the ACS, connected, configured, and not
locked to the Gateway.

30053 - Controller is taking configuration updates.

32043 - Controller is signed in to the ACS, connected, configured, and locked to
the Gateway.

32243 - Controller is locked to Wi-Q Gateway but has not been added to an
access level or a direct assignment to a User. No user credentials are assigned
to the controller in the software.

38053 - Controller has a firmware update pending.

38043 — Controller is receiving a firmware update.

32207 - Controller completed the firmware update and is waiting for updates
from the Wi-Q Gateway.

Pending Messages — The letters in the pending messages column are update messag-
es that are being sent to the controller.

S — Segment information (pin length, DST Times)

C - Card formats

L — Controller configuration (beacon time settings, channels, transaction
masks, etc.)

U - User credentials and properties

T - Timezone intervals

I - WAC I/O

F — Firmware

P - Ping (missing LIF data after association or updates)



Glossary

This Glossary contains only dormakaba (BEST Access Systems) Wi-Q Terms. See www.swhouse.com for the
appropriate C:CURE 9000 Manual for a listing of C:CURE terms.
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access level

activation/deactivation date
badge
badge ID

card format
cardholder

chassis type
communication server

credential

cylindrical

directional antenna

ethernet

exit hardware

extended unlock

guest

Host

IP address

issue code
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An access control relationship made between a reader or
readers and a time zone or time zones. An access level is
assbadge ID for the purpose of granting access through a
reader or readers during a specified time.

The date that a credential becomes active or expires.
The credential or token that carries a cardholder’s data.

Part of the access control information that is encoded to a
token. This information, usually numerical, is unique to a
particular credential holder.

The way that data is arranged and ordered on the card.
An individual who is issued a particular credential.

The designation that defines the physical lock type. Three
types exist: cylindrical, mortise, or exit hardware. See those
terms for more information.

The server application designed to provide network services to
access panels, readers, PCs and PDAs.

A physical token, usually a card or fob, encoded with access
control information.

Lock chassis that installs into a circular bore in the door.

An antenna type optimized to focus signal from point-to-point
over longer distances and through obstacles.

The most common networking standard in the world, formally
known as IEEE 802.3.

Lock chassis type that supports exit hardware trim lock.

The extra period of time the lock will unlock when an
authorized credential with extended unlock privileges is
presented.

A feature that enables you to add and delete cardholders
to and from a lock without having to go out to a lock to
reprogram it.

the computer on which Wi-Q Interface Software is installed
and set up to integrate Wi-Q Gateways and readers into.

The numeric address (like 192.168.1.1) that identifies each
device in a TCP/IP network. input A hardware connection
point used for status reporting of a particular sensor.

Part of the access control information contained on a
credential that allows reuse of the badge ID when a credential
is lost, damaged, or stolen. Usually one or two digits in
length, this code increments forward when creating a new
credential. Access is granted only when the badge ID and the
issue code match the current database information.
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MAC address

mortise

omni-directional antenna
packet

Wi-Q Gateway

request to exit

segment code

sign-on key

site survey kit

time interval

timezone

Wi-Q Technology

wireless access controller

wireless controller

Glossary

The Media Access Control number (MAC). A unique, 12-digit
number assigned by the manufacturer of a network device.

A lock chassis that installs into a mortised cavity in the edge
of a door.

An antenna type optimized to provide signal coverage in all
directions.

A discrete chunk of data, being transferred on a TCP/IP or
other addressable network.

The Wi-Q Gateway is a wireless device connected to the Host
computer through a secure IP address to transfer data signals
from wireless reader locks to and from the Host computer.

A sensor usually installed on the non-secure side of the door
that will mask the door position switch upon activation.

Part of the access control information that can be encoded
to a credential. This information, usually numerical, is unique
to a group of credentials. Usually this feature is used to
authenticate a credential to a particular organization.

Number generated within Wi-Q Interface Software to
establish the connection between the readers and the Wi-Q
Gateways, and ultimately to a segment in the Software.

The Wi-Q Site Survey Kit tool is used to determine optimum
Wi-Q Gateway location to verify signal strength before
permanently installing the hardware.

A specific range of time, which corresponds to a particular day
or days of the week. A time zone can be comprised of several,
individual intervals.

A defined range of time for assignment to various access
control activities. A time zone may be applied to a reader or
readers when creating an access level, to a reader to change
the mode of operation, to a relay to activate and deactivate,
to an input to mask and unmask, and a host of other
operations. Dual access The requirement for the presentation
of two separate, authorized credentials in order to gain entry
through an access controlled opening. unlock
duration The time that the lock momentarily unlocks.
Use limit A configuration limiting a credential to a defined
number of uses.

Provides efficient, online access control decisions at the door.

Wireless access controller provides additional capability to
connect stand-alone controllers and locks.

The wireless lockset that controls user access at the door and
grants user requests according to how they are configured in
your Wireless Access Software.
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Appendix

Migrating CeCURE 9000 with Wi-Q Enterprise

The BEST Wi-Q integration is supported when migrating CeCURE 9000 from a standalone to an enterprise
solution - also referred to as SAS in this section.

To migrate a standalone server running the BEST Wi-Q integration to SAS, please follow the steps outlined
in the CeCURE 9000: "CeCURE 9000 Standalone to SAS Migration Utility."

When these steps are complete, you will also need to do the following:

1 Ensure CrossFire services are stopped.

2 Navigate to the following path: C:\Program Files (x86)\Tyco\CrossFire\ServerComponents\
DormakabalntegrationTools

3 Run the MigrationTool application, shown below:
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Figure 92  Migration Tool

| Migration Taol [=T= =
Horeor Databwem L Authartiestion WWindows Autherscetion -

Usernama: | Pamswort Connest

Fighl cick on an chiscl o az=gn & parant

| Close

4 Enter the SQL instance of the server in the Server field (e.g. “[machine name]\SQLEXPRESS")
5 Enter "ACVSSCore” in the Database field.

6 If using SQL Server Authentication enter a Username and Password for the server in the appropriate
fields.

7 Click Connect. If connection is successful an appropriate message will appear:

Figure 93  Connection Success

Success -
o 30 nodes were successfully loaded.

8  The Migration Tool is now populated with the CeCURE hardware tree objects:

Appendix 116



Figure 94  Migration Tool Configuration

=] Migration Tool [=Te ]

Sarer _CURE-2-8E\SQLEXPRESS Database:  |ACVSCore Authentication: Windows Authentication v

Right click on an object to assign a parent

2 Companam]

iSTAR Ultra

SimulationHardware
HID

i PSIA

- Wi-Q
Ultra Door

= 1 [

9 Expand the Wi-Q folder, or the folder where the objects were configured pre-migration and review the
configuration:

Figure 95  Migration Tool Configuration

I

Migration Tool (===

Server: -CURE-2-8E\SQLEXPRESS Database: ACVSCore Authentication: Windows Authentication v |

Goen -

Right click on an object to assign a parent

- Controller D014F540E4A4 A
Controller 0014F540E4A4 [Door]
= Controller 0014F540E4A4 [Reader]

HID Corporate 1000
- HID Simplex Grinnell 36

MIFARE Serial Number

Simplex Wiegand 26 =
Simplex Wiegand 36

Software House 37

Standard Wisgand 26
& Controller 0014F540E4AS

- Controller 0014F540E4AS5 [Door]
1= Controller 0014F540E4A5 [Reader]

HID Corporate 1000

HID Simplex Grinnell 36
MIFARE Serial Number
Simplex Wiegand 26

Simplex Wiegand 36
-~ Software House 37
Standard Wiegand 26

Ultra Door

e i

101 all objects appear correctly here no further action is required and you can skip to step 12. Otherwise,
right-click the object to see a list of parent objects you can optionally move the object to:
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Figure 96  Migration Tool Configuration

P Migration Tool EETE
Server: CURE-2-8E1SQLEXPRESS| Database:  [ACVSCore Wind v
Usemame: | Password Connect

Right click on an object to assign a parent

- CompanyName
iSTAR Ultra
SimulationHardware
HID
PSIA
=-Wi-Q
= Router
=1 Gateway Portal
- Controller 0014F540E4A4
Controller 0014F540E4A4 [Door]
[+ Controller 0014F540E4A4 [Reader]
= Controller 0014F540E4A5
[:8 Controller 0014F540E4A5 [Reade:
Controller 0014F540E4A5 [Deor]

Controller 0014F540E4A4

Ultra Door [ V]| Controlter 0014F540E445

=] 5]

11 Select the parent object from the list you wish to move this device to. Repeat this step for any devices
which do not appear correctly in the hardware tree.

12 Click Save and then Yes to confirm the changes. The configuration is saved.

13 Start CrossFire services and the BEST Wi-Q Driver Service. The objects will now appear in the Hardware
Tree of the SAS and connected MAS:
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Figure 97  dormakaba Objects in the Hardware Tree of the Connected MAS

Server Options «

Default Server:
| C-CURE-2-8F v/

New Object Partition:
| Default:C-CURE-2-8E vl

Hardware @
3 New ~ |Hardwa're Folder ~ ’ -
Hardware Tree | Search
Hardware
[=7 Digitsl Certificates
[ CompanyMame (Partition:Default: C-CURE-2-8E)
[(23 HID (Partition:Default:C-CLURE-2-8E)
[ iSTAR Ultra (Partition:Default:C-CIURE-2-8E)
[ PSIA (Partition:Default:C-CURE-2-8E)
[=7 SimulationHardware (Partition:Default:C-CURE-2-8E)
[53 Unassigned
=3 wi-Q (Partition:Default: C-CURE-2-8E)
ww Router
H Gateway Portal
¥ Controller DOT4F540E484
r Controller 0014F540E4244 [Door]
- Controller 0014F540E454 [Reader]
[ Controller D14F540E445
[ Controller D014F540E4A5 [Door]
i— Controller 0014F540E4A5 [Reader]
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